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TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoorcs TOBapHBIMU 3HaKamu, npuHaiexammvu AQO HIIII
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUsI M OOO3HAYEHUS MPOAYKTOB B JOKYMEHTE SIBJISIOTCS TOBApPHBIMH 3HAKAMHU HX
MIPOU3BOAUTENEH, TPOAABIIOB WM Pa3paOOTUUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoobnanarenem npoaykroB JIMHTEP® siBnsiercst komnanus PEJIOKC (1990-2025). Bee
IpaBa 3alIHIICHBI.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce wmarepmanbel JaHHOTO JOKyMEHTA, a TaKXe €ro 4acTu/pasfensbl MOTYT CBOOOIHO
pa3MemaTbCs Ha JIIOOBIX CETEBBIX pecypcax IMPHU YCIOBUU YKa3aHHWS HAa HUX HMCTOYHHKA
JIOKyMEHTa ¥ aKTUBHBIX CCBhUIOK Ha caiiTel komnanuu PEJIDKC: relex.ru u linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
xkomrraunu PEJIDKC: relex.ru u linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble

394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./daxc: (473) 2-711-711, 2-778-333.
e-mail: info@linter.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.
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NpepucnoBue

Ha3sHayeHne nokymMeHTa

JIOKyMEHT COACpXKHUT OIUCAaHUE TPOICIYyp aIMHUHHCTPUPOBAHUS KOMILICKCA CpEICTB
3amutbl uHpopmamuu (KC3) or HecankumonupoBanHoro npoctyna (HCII), ommcanue
KOHTPOJIUPYEMBIX (PYHKIINH U pEKOMEHIAINH 110 CO3JJaHUIO CUCTEM 3aIUTHI:

OIHCaHNE KOHTPOJIUPYEMbIX (DyHKIUI;

pykoBozcTBO o rerepanuun KC3;

OIMCAaHUE CTAPTA CUCTEMBI U NPOLEAYP NPOBEPKU NMPABUIILHOCTH CTAPTA;
OIMCAaHUE MPOLEAYp pabOThI CO CPEICTBAMH PETHCTPALHH;

PYKOBOZICTBO IO CPEJCTBAM Ha/Ie)KHOTO BOCCTAHOBJICHUS,

PYKOBOJICTBO TIO pabOTe CO CPEeICTBAMU KOHTPOJIST MOAU(DUKAITUH;

PYKOBOJICTBO 110 paboTe CO CPEACTBAMU KOHTPOJIS TUCTPHOYIIHH.

HoxymenTt npennasznayes ais CYBJ JIMHTEP CTAHJIAPT 6.0 c6opka 20.3, nayiee 1o TekcTy
CYB/Jl JIMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

I[OKYMGHT npe€aHasHau4CH IJid aJMHUHHCTpaTopa 0e30IacHOCTH CHCTCMBI, a TaKXC i
AAMHUHUCTpATOpPA 3alIUTEI.

JdononHuTenbHbIE AOKYMEeHTbI

MOI[CJ'H) 3allIUThI JaHHBIX

Crpasounuk 1mo SQL

CucreMHbIe Ta6J'II/H_[I)I U IIPEACTABICHUA

Cosnanue u KoHbOUTYpUpOoBaHUE 0a3bl JaHHBIX
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ApXUTeKTypa KoMnsiekca cpeacTB 3aluThl
AaHHbIX

ApxuTekTypa KoMmIulekca cpeactB 3amuTbl gaHHbIXx (KC3) Bkmtouaer B cebs Kak
MH(POPMALIMOHHBIE KOMIIOHEHTHI (omucaHusi oO0bekToB M cyObektoB B bBJl), Tak u
nporpaMMHble koMnoHeHTs! (nmporpammusiii KC3 sapa CYB/[ JIMHTEP).

OcHOBHbI€ NPUHUMUNbI

KC3 CYBJl JIMHTEP ctpoutcst Ha 9 OCHOBHBIX MPUHIIMIIAX:

1) OTKpPBITOCTS;
2) uaeHTUGUKAINA U ayTeHTH()UKALUS — ONpeessieT Hauyalo ceanca paboThl CyObeKTa;
3) mpaBa Ha JOCTYII POBEPSIOTCS HA BCEX Tamax:
* Ha 3Tare TPaHCISALMU 3a1poca;
* Ha 3Tane o0paboTKu 3ampoca;
* 1pu oOpallieHuu K 0ObEKTY.
4) mpsiMasi lepeziaua mpas — IpeporaTHBa BiIaJIeNbla 00BEKTa,
5) KocBeHHas iepeiaya IpaB — COBMECTHBIE ASHCTBUS BiIajieblia 00bEeKTa U CO3AaTelis POy,

6) U IPOTOKOIUPOBaHUS Beex neiicTBuil ¢ yuactueM KC3 HeoOXoaumo ero akTHBUPOBATh U
HACTPOUTH TpeOyeMblil IepeueHb MPOTOKOIUPYEMBIX COOBITUH;

7) Bce OOBEKTHI KOHTPOJII CHAOXKAIOTCSA METKaMH JOCTYIa, BKJIIOYAIOIIMMH YPOBHU
KOH(HUIEHITNATFHOCTH U MPUHAJIC)KHOCTh K TPYIIE CYObEKTOB; CyOBEKTHI pa30OUTHI HA
HETIEPECEKAIOIINECs] TPYIIbI, KaXJaas U3 KOTOPBIX H30JMPOBaHA 1O JOCTYIY OT BCEX
MPOYUX TPYIII;

8) MeTKH 00BEKTOB, KaK U METKU CyOBEKTOB, MOT'YT U3MEHSTHCS (UX MOXKHO MEPEBOAUTDH U3
IpyMNIibl B TPYIITY, MEHATh YPOBEHb JIOCTYIIA U TIP.);

9) U3MEeHEHHE METOK JOCTyma CyOBbEKTOB — TpeporaruBa CyObeKTa (aJMHHHCTpATOpa
0e30IacHOCTH).

B IHpumeuannue

[IpoTokonmupoBaHue coObITHI K paboTa ¢ METKaMH JOCTYIIA MoAaepKuBatoTcs Toiabko B CYB/]
JIMHTEP BACTUOH.

Hwxe 3Ti npuHImne! pazduparoTcs 6osee moapooHo.

OTKpbLITOCTb

CYB/JI JIMHTEP — otkpsiTas cucrema. [1o TeXHOIOrMM NOCTPOEHUS OTKPBITBIX CUCTEM BCE €€
AJITOPUTMBI OTKPBITHI AJIs1 BCEX MOJIb30BaTesell 1 paboTaroT ISl BCEX OJJMHAKOBO.

Anroput™ uHTepdeiica HIKHEro ypoBHs YCTPOSH TaKUM 00pa30M, UTO YCTaHOBJIEHHAs! CBS3b
cyorekta u CYBJ] JIMHTEP unentudunupyercs eme M MIASHTU(YUKATOPOM TMPHUKIATHON
3a7a4M (Kak[aasi onepaoHHasi CUCTeMa IPUCBAaUBAET 3ajlaye YHUKAJIbHBIN HIeHTU(UKATOD)
(cM. myHkT MaeHTudukanys u ayTeHTU(GUKAIM), YTO UCKIIOYAaeT BO3MOXKHOCTh IepexBaTa
otBeToB OT anpa CYB/l. OTo 03HauaeT, 4To OTBET, MOCIAHHBIN 3a7a4e Ha €€ 3alpoc, NPUAET
MMEHHO K TOM 3a7ja4e ¥ HU K KaKO! JApyrou.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

[Tpu 5TOM MpUKITaIHBIE TOJIb30BaTENbCKHE MporpaMmbl otAeneHsl oT CYB/I. Obmenue Mexay
aapom CYBJ] u mpunoxxkeHuem, €€ UCHOIb3YIOIIMM, MPOXOAUT TOJIBKO 4Yepe3 MHTepdeiic
HUKHETO YPOBHS. TeKCThI/anropuT™Mbl HHTEpGEca HUKHETO YPOBHS OTKPBITHI U HE COJEPKAT
snemenToB KC3.

Bcee yrumutet CYB/] JIMHTEP Takke HanmucaHbl ¢ MOMOIIBIO HHTEpdelica HIKHETO YPOBHS
(T.e. ITAaTHBIX CPEACTB) U HE UCIIONB3YIOT HUKAKUX CKPBITBhIX ocobenHocteir CYB/I.

To ke camoe MOXKHO CKa3aTh U O MPOYHMX MPOTPAMMHBIX MHTEp(eicax, MPUCYTCTBYIOIINUX B
CYB/I (marmpumep, Bcrpoernbiit SQL (PCI)). B ux ocHOBe Takke NeXUT HHTepEic HUKHETO
yposus CYB/] JIMHTEP.

Oro nanaraet Ha CYB]] nononuauTenbHbIe TpeboBaHus, 0cooeHHO B yacTu KC3.

UpoeHTndpmkaumsa n ayteHtudmkauyms

Wupopmarus o kax10M NoIb30BaTese, UMerolieM npaso noaxiodarbes k CYB/I, Haxoaures
B COOTBETCTBYIOILIEH cucTteMHOU B/l

Kaxnapiit monp3oBarens (CyobekT) umeeT B cucteMHod BJl yHuMKanbHBIM HaeHTUGUKATOD —
UaeHTU(UKATOP CyOBEKTA.

CYB/l cBs3biBaeT cyOBeKkTa ¢ €ro HUACHTU(HUKATOPOM, HMCXOAS M3 HWMEHHM W Tapods,
MOJTyYEHHBIX B pe3yJibTare UACHTU(UKALNY U ayTeHTU(DUKALIUH.

[Tocne aToro Ha BceM MPOTSHKEHUH padoTHI (10 oTcoenuHeHus nmoib3oBatens oT CYBJI) saapy
CYB/l yxe He TpeOyercs 3HaHWE MMEHH W Tapojs cyowbekra. [ aaroputMoB moctyna
JIOCTATOYHO TOJIKO UACHTH(HUKATOpa CyOheKTa.

[Tpu xpanenun uHGOpMAIMK O MpaBax cyObekTa (cM. moapazaen CxeMa XpaHeHus JTaHHbIX )
CVYBJl ucnonwsidyer uaeHTHU(PHUKATOp CyObEKTa, a TaKkke HACHTU(UKATOPBI OOBEKTOB, K
KOTOPBIM CyOBEKT UMEET JOCTYTI.

J71st Ka)/10r0 YCTAaHOBJICHHOTO KaHama cBs3H ¢ npunokenueM CYB/] xpanut y ce0s B mamMsiTi
CIIEYIOILYI0 HHPOPMAIIHIO:

* uaeHTU(DUKATOP CyOBEeKTa;
* uAeHTU(DUKATOP MPUIOKEHHS (TIpoIiecca U JJaXKe HUTH),

* aJpec KIMEHTCKOM CTAHIIMK U TUII CETEBOTO MPOTOKOJIA (TIpU ceTeBO paboTte).

Taxum o6pa3oM, ceaHc pabOThl CyObeKTa HAUMHAETCS C UACHTU(DUKALUY U ayTeHTU(PUKALIUH
cyonekta, npu 3ToM CYB]] cBs3piBaeT nociennero ¢ ero uaeHTUGUKaropom. JlaHHas CBS3b
MpEKpaniaeTcst TOIbKO mocie orcoeaunenus cyonrekra ot CYB/I.

Kpome toro, CYB/] ocobeHHO Ba)HO, YTOOBI OTBETHI Ha BCE 3alPOCHI MPUIIOKEHHS ObUIH
MOJTyY€HBI TOJILKO 3TUM IMPHJIOKEHUEM U HUKAKUM JIPYTHMM. DTO PEAU3yeTcsl C MOMOIIBIO
uAeHTU(UKaTOpa MPUIIOKEHHSI, KOTOPBIM MPUCBAUBAETCSI €My OINEpPallMOHHOM CHUCTEMOW B
MOMEHT 3arycka. [Ipu ycTaHOBIEHUHU CBS3M NMPUIOKEHUE, UCTONb3Yysl HHTep(delc HUKHETO
ypoBHs, coobmaer sapy CYB]Jl cBoit maentudukarop (a mpu cereBord padboTe M aapec
CTaHIIMM), TaK 4TO, MOChUTast mpuiiokeHuto otBeThl, CYB/] Bnaaeet momHoi nHpOpManuein o
TOM, KOMY MO>KHO T€pechlUIaTh MOJHBIN aipec HyKHOTO MPUIIOKEHHUS.

B cnyuae, korna ncuesaet XoTsi Obl OIMH U3 KOMIIOHEHTOB CBSA3M (yHansercs CyObeKT, najgaeT
MPUWIOKECHHUE, OTKJIIOYAeTCsl KIMEeHTCKas craHius), sapo CYB/l, crienys ycTaHOBIEHHBIM
TaliM-ayTam, pa3pblBaeT 00pa30BaHHYIO CBS3b.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

ITpu nonbITKe MOJIB30BaTENs OTKPBITH KaHal cBsi3U, CYDB/] npoBepser mMs 10ab30BaTeNs U
€ro MapoJb.

[Tpu 3TOM BO3MOXKHBI CIEAYIONINE CUTYAIIHH:

¢ HUMd U IIapOJib MOJIL30BAaTCJIA BBEACHBI IIPABUJIBHO — MOJIB30BATCIIb JOITYCKACTCs K Bﬂ,

* UM TIOJIL30BATENS BBEICHO HEBEPHO — BBIJIAETCS COOOIICHUE O TOM, YTO UMSI TIOJIB30BaTEIs
BBE/ICHO HeBepHO (HemzBecTHOe wumMmsa mnosb3oBaTesd). [loas3oBarens k B/l He
JIOTTYCKaeTCs;

* TIApOJIb TOJIH30BaTENsl BBEICH HEBEPHO — BBIJAETCS COOOIICHHE O TOM, YTO Tapoib
MTOJIB30BATENIs BBEJICH HEBEpHO (HeBepHE Maposib noJb3oBaTens). [lonp3oBarens
K b/l He momyckaercs.

KoHTponb goctyna B npouecce o6paboTku 3anpoca

O6pabotka SQL-3anmpoca COCTOUT U3 HECKOIBKHUX 3TAIOB:

1) TpaHcnsALUs 3anpoca U MPUBSA3KA €ro MIEMEHTOB K Puznueckum oObekTtam b/I;
2) BBIMIOTHEHHE 3aMpOcCa;
3) mepenaua pe3ysbTaTa BBIIOJHEHMS 3apOCa M0Ib30BATENIO.

HpOBepKa IIpaB JOCTYyIIa BBIIIOJHACTCA Ha KaXKIO0M ITallc.

Ha nepBom 3Tamne npoBepsieTcs, B OCHOBHOM, JIOTHUECKast 3allIUTa Ha CAMOM BBICOKOM (0011eM)
YpOBHE.

BTOpOﬁ 9Tall, B CBOXO O4YCPCAb, TAKKC COCTOUT M3 HCCKOJIbKHX 3TallOB. HpI/I 9TOM 06T>CKTI>I,
Y4aCTBYIOIIKEC B 3aIIPOCE, ITOCICAOBATCIILHO BOBJICKAIOTCA B IIPOLECC O6pa60TKI/I.

B CVYB/J JIMHTEP mpaBa nocryna npoBepsilOTCS TOJbKO B MOMEHT IpPHBJICYeHUS
oYepeIHOro oobekTa K mpoueccy oopadorkm 3ampoca. Takum o6pazom, CYBJl moxer
MOTPATUTh JIOBOJIBHO MPOJOJKUTEIBLHOE BpeMs Ha 00pabOTKy 3ampoca, II0Ka HE OIPEEnT,
YTO OHA HEBO3MOXHA.

C apyroit CTOpoHbI, €ciH B Ipoliecce 00pabOoTKH 3ampoca KTO-TO U3MEHSET NpaBa CyObeKTa,
TO JTaHHbIE U3MEHEHUSI MOTYT CKa3aThbCs YK€ Ha 00paboTke Tekyliero 3ampoca. [lo kpaitneit
Mepe, MPHU TaKoM IMOJXO0/€ BO3pacTaeT BepoATHOCTh Toro, uto CYB]] npumer Bo BHUMaHueE
M3MEHEHHUE TpaB J0CTyIa.

BaxxHocTh TOrO, YTO MHpOBEpKa JOCTyla IMEpeHeceHa B 3Tal 00paboTkH, oOycCIOBIEHA
OCBO60)K)I€HI/IGM MEPBBIX JBYX OTAIllOB OT JOMNOJHHUTCIBHBIX IIPOBCPOK. ODTO I03BOJISIET
MNPpUKJIAAHBIM  IIpOorpamMmMam CBO6OI[HO HCIIOJIB30BaTh YyXC  OTTPAHCIUMPOBAHHBLIC U
MIPUBSI3aHHBIC 3aIIPOCHI.

Mpsamasa nepepayva npas

B CYB/Jl JIMHTEP B kaduecTBe OAHOrO M3 OCHOBOMOJATAIOIIUX MPHUHSIT MPUHLUI MPSIMOU
nepeaaqy npas.

Ui TOro 4to0bl MCKIIOYMTH BO3MOKHOCTH HEKOHTPOJIHMPYEMOIO paclpOCTpaHEHHUsl Mpas,
MPUHSAT CIAEAYIOMNA IPUHIIUI: MPSAMasi epeaada npaB Ha 00beKT pa3pelieHa ToJIbKO A5l
BJAJeJIbLA TAHHOT0 00bEKTA.

CyObeKT, MoMyYUBIINN KaKHue-THO0 MpaBa Ha 4y>K0i 00bEKT, He MOJKET OCYILIECTBUTH IPSIMYIO
nepegayy mnpas.

6 © AAMUHHMCTPUPOBaHME KOMILJIeKca cpeacTB 3amuThl JaHHbIX. AQ HIIIT « PEJIIKCy», 1990-2025



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

KocBeHHasa nepepaya npas

KocBenHnas nepenaya/oTMeHa npaB Ha 00BEKT BO3MOKHA TOJIBKO YEepE3 armapar pojiei.

B cnyuae KOCBEHHOH pabOTBI POJbH JODKHA OBITh HAIONHEHA COOTBETCTBYIOIIMMH
BO3MOXHOCTAMH, ITPECAOCTABJICHHBIMU HAIIPAMYIO BJIaAC/IbIIaMU 06’I>CKTOB.

Co3zmarenb poiM MOXKET Ha3HA4YaTh €€ JPYTUM IMOJb30BaTelissM (B TOM 4HCIE U cede).
Brnagenbiibl 00bEKTOB MOTYT ITOCJI€ 3TOTO MPOAOJDKATh Ha3HAYATh MpaBa Ha CBOM OOBEKTHI
POJIN UIIKX OTHUMATh UX Yy HEC.

Peructpauusa nencresmm

Perucrpanus nericTBuii BoINOIHAETCS oacucTeMOoM nipotokonupoBanus CYB/I.

3anyc1< MOACHUCTEMBI ITPOTOKOJIHUPOBAHUA BBIIIOJIHACTCA SQL—3anpoc0M:
AUDIT START;

Jliis BeIONTHEHUS 3anpoca HeoOXoauMel rpasa DBA.

B pesynbrare B HyneBOW 3amucu TaONWIBI ayluTa yCTaHaBIUBaeTcs (ar akTUBHOCTH
MOJICUCTEMBI IIPOTOKOJIMPOBAHUS.
OcTaHOB MOJICUCTEMBI IPOTOKOIUPOBaHUS BhINosHsAeTcs SQL-3anpocom:

AUDIT STOP;

Jns BeIMoOnHEHUs1 3ampoca Heobxomumbl mpaBa DBA. B pesynprare B HyneByrO 3amuch
TaONHIIBI ayIUTA 3aHOCUTCSI HH(OPMAIIHS O IPEKPAIIEHUN TTPOTOKOITHUPOBAHUS.

[Ipu  BoO30OHOBIEHMHM  PAOOTHI  TMOJACHUCTEMBI  MPOTOKOJUPOBAHUS  MPOJOHKHUTCS
MIPOTOKOJIUPOBAHUE BCEX COOBITHIA, YCTAHOBIEHHBIX JJO OCTAHOBKHU MPOTOKOJIMPOBAHHUS.

B pexxuMe npoToKonrpoBaHUs COOBITHI B TaOIUIlE ayluTa MOTYT OBITh 3aperuCTPUPOBAHBI
JercTBHs mosb3oBateneit bJ1, cBsa3anHbIC C:

* uaeHTu(UKauel U ayTeHTUUKAIIUEH;

* 3ampocaMu Ha JOCTyI K 00bekTaM 3amuThl BJ1;

* CO37aHUEM/yHUYTOXCHHEM 00BEKTOB 3anuThl b/[;

e neicTBuaAMU 1o uaMmeHenuto [1P]1.

Tabnuiia perucTpanuu coOBITUH ayIuTa CO3MAETCS B MPOIECCe MHUIMATU3AIINHN TOJICUCTEMBI
pacmpensbix Gyaknuil KC3 HCJI CYB/l JIMHTEP (cm. myHnkt MHUIMANIM3ams KOMIUIEKca

CpPEJICTB 3aIlUTHI JaHHBIX). bosee moxpoOHO 0 Tabnuile perucTpalnuu H3JI0KEHO B paszene
MOHUTOPUHT KOMILJIEKCA CPEACTB 3aIUThl JAHHBIX.

MeTka gocTtyna

Bcem 00bexTaM KOHTPOJIsl MPUCBAaUBAETCSl METKa A0CTYIIA.

Metku noctyna ucnionb3yrotcss CYBJ JIMHTEP mist npoBepku A0CTYTHOCTH HHPOpPMAITUH, a
TaKKe JUIsl BO3MOKHOCTH OpraHU3alliy IPUHYIUTEIBHOTO YIPaBIeHHs JOCTYIIOM. MexaHu3m
METOK JIOCTYyIIa — [JIaBHOE 3B€HO 00eCIeUeHrs] MaHAaTHOTO MIPUHIIUIIA KOHTPOJIS I0CTYTIA.
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Mertka noctyna coaepkut MH(GopMaIuo 00 ypoBHE KOHPHUIAESHIIMATBLHOCTH (111 OOBEKTOB,
T.€. JaHHBIX) — MeTKY 00beKTa, U YPOBHE J0CTYIA (IJIs 10JIb30BaTeNe, CyObEKTOB) — METKY
cy0bexTa.

Kpome nepapxuu ypoBHEH B METKe COAEpKUTCS Takke MHpopmanus o rpynmne. Peus uger
O TpyImInax Mojb30BaTelieil, KOTOpbIe JOJKHBI OBITh N30JUPOBAHbI APYT OT Jpyra (B CMbICIE
UHpOPMALIUN).

CoOTBETCTBEHHO TPYIIIaM MOJIb30BaTENIeH OOBEKTHI JTaHHBIX TOXKE Pa30MBAIOTCS HA TPYIIIIHL.

TakuMm 00pa3oM, METKM TPEIOCTABISAIOT KaK HEpapXuio JocTymna (ypoBHH), Tak U
TOPHU30HTANBLHOE JeNieHne (00bEKTOB, CYOBEKTOB).

MeTtkamu goctyna cHaOxkaeTcst nH(GOpMAIUsl BCEX YPOBHEH — OT TaOMUIlBI, 10 CTOJIONA H
3anucy u gaxe 3Hadenus noneit 3anucu. T.e. B CYBJ] JIMHTEP ecth BO3MOXXHOCTH CHAOXKATh
BCe OOBEKTHI JOCTYTA CIIEIUATBHBIMU METKaMu (00 UX CONEpKaHUU YIIOMHHACTCS HUXKE).

Bce cyOBekThl mocTyma Takke cHaOxkaroTcss MeTkamu. [Ipm mpoBepke nocTyma cyObekTa
K KOoHKpeTHOMY 00bekTy CYBJ] ocymiecTBIsIET TONMOTHUTEIBHYIO MTPOBEPKY, HE BBIIOIHSS
HEJIOCTYITHBIE JEHCTBUSL.

B IHpumeuannue
CYB/l JIMHTEP xpanut undopmaruio o ¢aitnax csoeit bJI. B aktuBHOM coctosiaun CYB]]
ucnomnb3yet (aitnel b/ MoHOMONBEHO 1 OIOKHUPYET AOCTYII K HUM APYTUX MPOTPAMMHBIX CPE/ICTB.
Orpannuenue nocryna k daitnam bJ[ npu HeakruBHOM cocTostHun CY BJ] 10MKHO BBITIOHATHCS
cpeactBamu OC.

MeTka o6BbekTa
Mertka o0bekTa obecrneunBaeT (PU3MIECKYIO 3aLUTY TAaHHBIX.
MeTka 00beKTa BKIIOYAET:

* rpyniy cyObeKTa, KOTOPbIA CO3/1al JaHHbIH 00BEKT;
* ypoBeHb JocTymna Ha uyTeHue: RAL-ypoBenb (Read Access Level);
* ypOBEHb MOCTyMa Ha 3anuch: WAL-ypoBenb (Write Access Level).

[TossBnenne B bBJ[ HOBOro o0O0BEKTa KOHTPOJII CONMPOBOXKIACTCS TPUCBOCHHEM EMY
COOTBETCTBYIOLIEH MeTKH OObeKTa, KoTopasi OyneT cBsi3aHa C HUM JO MOMEHTa €ro
YHUYTOKEHUSI.

Jaxe mepemenieHue (KOmupoBaHue) 0OBEKTOB (HANIPUMEpP, W3 OMHOW TAOIUIBI B APYTYIO)
HE WM3MEHHUT WX 3allUTHBIX aTpuOyTOB (10 KpailHEeW Mepe, HE CHU3HT). Tak, U3MEHUTH
METKY 3aIlicH TaOJMIBI MOKHO TOJBKO MPH 3aMEHE BCeH MH(OPMAIUK 3TOW 3allHCH, YTO,
COOCTBEHHO, PABHOCHJILHO €€ yIaJICHHUIO U J0OaBJICHUIO BHOBD.

MeTka cyObekTa
MerTka cyObeKTa BKIIOYAET:

* TPYIIY, K KOTOPOH NPUHAMJIEKUT CyObEKT;

* RAL-ypoBeHb cyObekTa — MakcuMaibHbli RAL-ypoBeHb JOCTymHOH cyObekTy
uHpOpMaLuy;

* WAL-ypoBeHb CyObeKTa, T.¢. MUHUMaIbHBIN RAL-ypoBeHb 00bEKTa, KOTOPHI MOXKET OBITh
CO3/J]aH JJAHHBIM CYyOBEKTOM.
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B ornuune oT METOK 0OBEKTOB, METKH CyOBEKTOB (II0JIb30BaTENel) MOTYT ObITh H3MCHEHHBI.
V3meHeHHe METOK J0CTynma CyObeKTOB — TpeporatuBa cCyObekTa (aJIMHUHHUCTpATopa
0e30IacHOCTH).

OH MOXeT nepeBecTH cyObeKTa U3 TPYIIIbI B IPYIITY, U3MEHUTh YPOBHH JJOCTYIIA U IOBEPHUSL.
EctecTBeHHO, UTO M3MEHEHUE BO3MOKHOCTEH CyOBEKTa HE JOJHDKHO OCTAThCSl HE3aMEUEHHBIM
— BCE NOA00HbBIE ACHCTBHS MPOTOKOJIUPYHOTCS B TaOIHIIE ay/IUTa.

Cxema xpaHeHus AaHHbIX

Wupopmarus 060 Bcex cyObeKTax, posigX U UX BO3MOXKHOCTSX MO OTHOIIEHHIO K OObEKTaM
B/l xpanutcs B cnoape b/I.

Jnst xpaneHus naHHOW MHGoOpMAIMK MpeaHa3HaueHa cucTeMHas Tabmuna $SSUSR (cm.
JNOKyMEHT «CHCTEMHBIC TaOIHIIbI M IPEACTaBICHUs, Toapasaen «$SSUSRy).

[TopnepxxuBaeMble Kareropuu npas: DBA, RESOURCE, CONNECT u BACKUP.

[IpenocTaBnseMble TPUBHICTHH HAa MAHUIYJIUPOBAHUE MJaHHBIMU TaOmuipl: SELECT,
INSERT, DELETE, UPDATE, ALTER, INDEX, REFERENCES u ALL (Bce IEpeUnCICHHBIC
paHee).

KaTeropI/m ImpaB UMCIOT TOJILKO I10JIb30BATCIIN. HpI/IBI/IJ'ICFI/II/I — MOJI30BATCJIN U POJIH.

KaTeropus poctyna cybbekra KOHTpOns

[Tonb3oBaresnto Ha3HAUYaETCs OHA U3 3-X KaTeropuii 1octyna k oobexkram b/1;

1) CONNECT-kareropus. [IpegocTaBiseT moap30BaTe0 HaMMEHbIINE TTpaBa: J0CTyI K b/
C BO3MOXKHOCTBIO nofiaBaTh SQL-3arpocel Ha MaHUITYJIMPOBAaHUE JAHHBIMY,

2) RESOURCE-kareropus. IIpenocrasnser nonabs3zoBarento Bee mpaBa Connect-kaTeropuu, a
TaKke MpaBo U3MeHATh cxeMy b/l (co3maBarh/ynaisTh/M3MeHATh CTPYKTYpy 00bekTOB BJI)
U 1epesiaBaTh APYrHM M0JIb30BATEISAM IIpaBa Ha CBOU OOBEKTHI;

3) DBA-kareropusi. IlpenocraBisieT MOnb30BaTeN0 YpOBeHb anMuHucTpatopa bJ[ ¢
MaKCHUMAaJIbHBIMHU MPAaBaMH, BKIIFOYAIOLIMMU IpaBa Resource-kareropuu v npaso co3aaBaTh
HOBBIX noyib3oBaTesnen b/I.

Bnagensiiem TabnuuHoro oobekra b/l (Tabmuiel/mpencTaBieHus) CUUTACTCsl MOIb30BaTEIb,
CO3/IaBIIHI 3TOT 0OBEKT (U1 €T0 CO3/MaHMsI OH JTOJDKEH MMeTh, kak MUHUMYM, RESOURCE-
Kareropuio). Bmangenern tabauyHOro oObEKTa MOJydaeT Ha 3TOT OOBEKT BCE BO3MOXKHBIC
MPUBUJICTHH, BIUIOTh JI0 MPUBHWICTHUU Tepenadnd (OTMEHBI) HEKOTOPBIX M3 HUX JIPYTUM
noab3oBareisiMm b/,

Brnanenen moxer nepenarb Ha CBOW TaONMMYHBIN OOBEKT CIEIyIONIUE MPUBUICTUN (MM UX
COBOKYITHOCTb):

e SELECT — Ha YT€HHE TaHHBIX;

* INSERT — Ha go0aBieHHE JaHHbBIX;

* UPDATE —Ha Monn(bm(aumo JaHHBIX,

e DELETE — Ha ygajJeHHe JaHHBIX;

* ALTER — Ha U3MEHEHHE MMapaMeTPOB TaOIUIIbI;

e INDEX —Ha HOCTpoeHHe/y):[aJIeHHe HHIEKCOB TAOIUIIBI;

* REFERENCES — Ha cO3JlJaHHi€ BHEIIHUX KJIIOUEH, CChIIAIONIIMXCS Ha Ta6n1/1uy;

* ALL — moJHBIA HAOOp mpuBwWiIerui, T.e. SELECT + INSERT + UPDATE + DELETE +
ALTER + INDEX + REFERENCES.
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VYnanuth 00bekT bJ] MoXkeT TosbKo ero Bnaaenen. AamMuuuctparop b/l MoxkeT ynanuth 00beKT
KAaCKaJIHO, BMECTE CO BCEU COAEpIKALIEN €ro CXEMOM.

Jlns BBI30Ba XpaHUMOW TPOIEAYPhl HEOOXOAMMO HMMETh MNpuBWIETHI0O EXECUTE win
EXECUTE AS OWNER.

st onepatuBHOro apxuBupoBanus b/l nenvkom unu e€ oTaenbHbIX 00BEKTOB CPECTBAMU
CVYB/l HeoOxonuma npuBuierus BACKUP (110 yMOTYaHUIO 3Ty MPUBUIETHIO UMEET TOJIBKO
co3narens BJI).

Hasnauenue kareropuu nocryna cyobekty koutpoiss KC3 HCJ[ CYB/ JIMHTEP moxer ObITh
OCYILIECTBIICHO CIEAYIOUIMMHU CIOCO0aMu:

1) co3nanue cyobekTa KOHTpOJIs ¢ HesiBHBIM 3aianueM CONNECT-kareropuu gocryma:

CREATE USER <mmsa nosnbzoaTesna> IDENTIFIED BY <naposb>;
2) coznaHue CyObEKTa KOHTPOJIS C SIBHBIM 33/IaHUEM KaTeTOPUH TOCTYIIA!

GRANT <xareropusa> TO <ums nonvzosaTena> [IDENTIFIED BY <naposb>];
3) Ha3HavyeHUe (M3MEHEHHE) KaTerOpuH JIOCTYTIA CYIIECTBYIOIIEMY CYOBEKTY KOHTPOJIS:

GRANT <kxareropus> TO <yMma nojib30BaTES>;

Ponu

Anmapar posieil Hcmonb3yeTcss JJis  pasrpaHUYeHHs] JO0CTyna CyOBbEKTOB KOHTPOJIS
CYBJI JIMHTEP k o6bekTaMm:

1) coznanue ponu:

CREATE ROLE <mmva posm>;
2) ynaneHue posu:

DROP ROLE <umsa pog>;
3) NpUCBOEHHUE POJIU MOJIB30BATEIO:

GRANT ROLE <umsa pomm> TO {<uma nombzosatensa> [, ...|] | PUBLIC};
4) oTMeHa NPUCBOCHHUS POJIH:

REVOKE ROLE <ums posm> FROM {<mmsa nosbszoBaresna> [, ...] | PUBLICY;

Ecmu monb3oBarens cO34aeT poib, TO [0 YMOIYaHHIO OHA €My HE HasHadeHa (T.e. IO
YMOITYaHUIO Y HETO HET MPHUBHIIETUH 3TOH ponu). Ho OH MOXeT Kak Ha3Ha4MTh ee cede (Kak
U BCEM JIpYT'MIM) U MOJIY4YUTh €€ MPUBUJIETUH, TaK U OTHATH €€ y ce0s (Kak U y BCEX APYTUX)
U OIIATH HE UMETh €€ IPUBUIIECTHH.

Yn paBlieHune npusunerndaMmm gocrtyna

[TpuBunerun 1ocTyna MOryT ObITh HA3HAYEHBI KaK M0JIb30BATENAM, TaK U POJIAM:
1) Ha3HaYeHME MPUBWIETHH JTOCTYIIA TOJIb30BATENIO:

GRANT <npueusnerus> ON <ums obwvexTa> TO <umsa mosb30BaTEIIS>;
2) OTMEHa NMPUBUJIETHH IOCTYyTa MOIb30BaTEINIO:
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B

REVOKE <npusnnerua> ON <umsa ob6wexkrTa> FROM <umsa nosnb3oBaTesns>;
3) Ha3Ha4YeHHE NPUBWIETHH JOCTYIA POJIU:

GRANT <npusunermua> ON <uma obwexkTa> TO <uMma posm>;
4) oTMeHa NMPUBUJIETUH JIOCTYIIA POJIU:

REVOKE <npusunerus> ON <umsa ob6wekTa> FROM <umsa posm>;

IIpumeyanue

Jns moctyma k o0bekTy bBJl ¢ TpeOyemoii TpuBWIETHEH TaHHAs MPUBUJIETHS JTOJDKHA
ObITh Ha3Hau€Ha IMOJB30BATENI0 JUOO C MOMOIIbI0 MEXaHW3Ma HA3HAUYEHUs MPUBUIIETUI
MOJIb30BATENSAIM, JINOO C MOMOIIBI0 MEXaHN3Ma Ha3HAYCHUSI TPUBUIIETHI POJIH, TPU HA3HAYEHUU
ATOM POJIH MOIB30BATEINIO, JIMOO MTPU HA3HAYCHUH TPUBUJIETHH T0CTyNa K 00beKTy PUBLIC (101
PUBLIC uMmeeTcs B BUAYy KOMaH/1a Buja ""grant <npuBuierus> on <oobext> to PUBLIC").

To ectb, st monb3oBarensi AEUCTBYET COBOKYMHOCTh (OOBEAMHEHHE) BCEX MPUBUIIETUI
JUCKPELMOHHOTO I0CTyNa: NOJy4YEHHBIX HAIPSIMY0, uepe3 poiin, yepe3 PUBLIC ¥ NpUBWIETUH,
KOTOpbIE OH UMEET, KaK Biajeel] 00bEeKTOB.

pynnbl nonb3oBaTeneun

B

Bce nonp3oBarenu B/l paznenstorcs Ha HenepeceKaromuecs rpyIbl.

['pynma onuceiBaeT 00NAaCTh JOCTYHHBIX 4WIEHAM TPYIIbl JaHHBIX. JIs KaXI0W TpymIbl
cyliecTByeT aiMuHucTparop rpynmns! (DBA-rpynmnsr), co3nannslii cozaarenem bJI (rpymma 0).
IIpunauieskHOCTE IpyIIe 3a1aercs komanaou ALTER.

[Tonp30Barenn OTHOM TPyNIBI HE BUJAT JAHHBIX MOJIB30BATENEH APYTOM TPYMIIIBL.

IIpumeyanue
['pymnriel He cuMTaOTCs 3apaHee JaHHBIMHU, KaXKTyIO0 U3 HUX Mepe] UCTIOJIb30BaHHEM HEOOX0IUMO
CO31aTh.

Jns ynpasnenus rpynnaMmu cozzaaresieM bl ucnonb3yroTcs 3arnpochl:

* CO3JlaHu€ TPYIIIIbI;
* M3MEHEHHE UMEHU TPYIIIbI;

* HAa3HAYEHUE IPYIIBI I0JIb30BATEIIO;
* NpPEeAOoCTaBIIECHUE IOBEPUS IPYIIIE;

* OTMEHa JI0BEPHUs IpyIIIE.

CospaHue rpynnbl

[1]
(2]

[3]
[4]

<CO3JJaHHE I'PYIIIbL> : : =

CREATE [IF NOT EXISTS] GROUP <cnenudukanus rpymmsr>
<crneuuuKaus rpymmpr>: : =

<HUMs TPYNIbL> [=<4YUCJIOBON UACHTU(HUKATOP IPYIILE>]

<UMS TPYIIbE> : : = <CUMBOJIbHBIN JIUTEPAT>

<YUCJIOBOM UJICHTU(DHUKATOP TPYIIIBL> : : = <IEJIOYUCICHHBIN JTUTEpA>

<YHUCIIOBOW UIACHTH(PHUKATOP TPYIIBLL> MPEACTABISET COOON YHCIOBOE 3HAUCHUE B TMATIA30HE
[1-250]. 3nauenus B nuanasoune [251-255] 3ape3epBupOBaHbI.
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I'pynma 0 — rpynna cosgarenss bJI. Ilpu coznanuu nonb3oBarenss eMy aBTOMaTHUYECKH
IIPUCBAUBAETCA IPYyMIA CO3AATEINS.

Tounbko co3parens b/l MOXeET cO31aTh IOJIB30BATENSA B IPYIIIE, OTIIMYHON OT CBOCH.

IIpumepsl.

create group "l1-m oTmen";
create group ageb0;

create group "BoeHnpenu"=8;
create group "1";

[Tpu co3manuum rpymnmsel B Tabmuiy $$S$SGROUP 3aHOCUTCS 3amuch ¢ RowId, paBHBIM
YHCIOBOMY HACHTU(UKaTOpy rpynnbl. Ecin oH He yka3aH, TO MPHCBAUBAETCS TEPBBIMA
CBOOOHBIH.

M3mMeHeHne nmeHu rpynnbl

[1] <u3MeHeHue UMEHHU IpyNnbr>: : =
ALTER GROUP <crneuundukamnus rpyons> SET <cneuwudukanuys rpyomss>

IIpumepsl.

alter group "mepreelM oTmen" set "rpymnna MapkeTtmHra';
alter group ageb0 set aged5;

Ha3HayeHue rpynnbl nonb3oBaTento

Ha3znaueHue rpynmsl 1ojab30BaTeNl0 BO3MOKHO 4epe3 KOMaHIy ONpPEACICHHs MOIb30BaTels]
(1-i cnoco6) unu yepe3 KOMaHAy MOAUGUKALUKN ONPENeNIEeHHs M0JIb30BaTeNlsd C MOMOIIBIO
JIOTIOJTHUTEIBHOM KOHCTPYKIMH GROUP  (<crneumbmxaums Tpymnnsr>) (2-i cnocod).

1-# crioco6:
[1] <wna3HaueHue TPyIMIIbI OJIb30BATENI0> & & =
CREATE USER <ums nons3oBarens™> IDENTIFIED BY '<naposp>'
GROUP <cneumduramws rpynmnsr>

2-#1 cioco0:
[1] <na3HadyeHMe IpyIIIbI OJIB30BATEIIO> & @ =
ALTER USER <ums noae3oBarens> GROUP <cnemmdukarms rpynmnsr>

[Tpumepsi.

create user a identified by '12345678' group "1-u ormen";
alter User b Group Admin;

NpepocTtaBneHne goBepus rpynne

[Tonwp3oBarenu rpynnsl A MOTYT BUAETh JAHHbBIE MOJIb30BaTeNie rpynmnsl b B ciiyuae, eciu
DBA-rpynmst b ycranoBun dutar gosepust rpyrre A:
[1] <mpenocrtaBieHue JOBEpUs rpymme>: : =
GRANT ACCESS ON <rpynna-goseputens> TO {<rpynma-npuemaux> | ALL}
[2] <rpynma-npueMHHK>: :=
crerugpuKanus rpyIibl, KOTOPOIl «OKa3bIBAIOT JOBEPUE).
[3] <rpynma-moBepuTENb>: : =
cnenuguKanus TPyIIibl, K JaHHBIM KOTOPOI MOTYT 00palaThCsl MOJIb30BaTENN <IPYIIIbI-
IIpUeMHHUKa>
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IIpumepsl.

grant access on "1-u ormen" to "BoeHnpenw";
grant access on age45 to all;

OTmeHa goBepusa rpynne
[1] <ormeHa moBepus rpynme>: :=
REVOKE ACCESS ON <rpynmna-noseputenb> FROM {<rpynma-npuemuux> | ALL}
[2] <rpynma-nmpueMHHK>: :=
cneruuKaIus TpyIIibl, KOTOPOH «OTKAa3bIBAIOT B TOBEPUNY.
[3] <rpynma-moBepuTENb>: : =
cneruguKanus TpyIbl, KOTOpas 0TKa3bIBaeT <rpymre-MmpueMHUKY> B JOCTYIIE K CBOUM
JTAaHHBIM.

[Tpumepsl.

revoke access on "Boennpenu" from "rpynna MapxkeTmHTa'";
revoke access on aged45 from all;

VYpoBHU 10BEpHs HE MOTYT OBITH BJIO’KEHHBIMHU.
Bce nanHble, CO3aHHBIE OT UMEHH MOJIB30BATENS, TOMEYAOTCS €r0 TPYIIION.

OmnucaHus TPYIIT XPAHITCS B CUCTeMHOU Tadimie $$SGROUP (cM. TOKyMeHT «CHUCTEeMHbBIe
TAOJHMIIBI ¥ TIPEJICTaBICHUsY, TToapasaena «3$SGROUPy).

Onucanue ypoBHEH J0BEpHs 3ape3€pBUPOBAHO AJIs AAJIbHEHIIIETO NCIIOIb30BaHUS.

Wmst rpynmbl, Kak ¥ ONMHMCaHUE, MOXKET U3MEHUTD JIMOO MOIb30BaTeNb ¢ npuBmierneir DBA,
nu60 coznarens b/ mpu momomm SQL-npemioxkenuss ALTER GROUP.

Howmep rpymibl BXoguT B METKY BceX 00beKTOB B/I.

YpoBHM gocTyna

VYpoBHHM noctyna BBoOmsATCs it npoBepku Ha ypoBHe sapa CYB/ JIMHTEP npaB nHa
OCYIIIECTBIICHUE YTCHUS/3aMMCH HHPOPMAIIUH.

BBoasrtcs cinenytoniyie ypoBHU A0CTyMA:

1) nns monb3oBarens (CyObeKTa):

* RAL-ypoBens nocryna. [lons3oBarens MoxeT noiydats (untarhb) nHdopmarmio, RAL-
YPOBEHb KOTOPOH He BbILE €r0 COOCTBEHHOTO YPOBHS JOCTYIIA;

* WAL-ypoBeHb IOBEpHS Ha MOHUKEHUE YPOBHS KOH(DuaeHnuanbHOCTH. [lonb3oBarens
HE MOXET BHOCUTh MH(popManuio ¢ ypoBHeM noctyna (RAL-ypoBHem) Oosee HU3KUM,
yeM pgaHHbii WAL-ypoBeHb mofb3oBaTens. T.e. MOJIb30BaTelb HE MOXKET CIEeIaTh
JIOCTYIIHYI0 eMy HMH(OpMalHi0 MeHee KOH(UICHIMAIbHOM, YeM yKa3aHO B JaHHOM
napamerpe.

2) nns uaopmauu:

* RAL-ypoBens urenus. [lonb3oBarens MOXKeT monydyaTh (uutaTh) uadopmaruo, RAL-
YPOBEHb KOTOPOM HE BBINIE €ro COOCTBEHHOTO RAL-ypoBHsS (MOXET 4YuTaTh MEHEE
KOH(UIEHITMATbHBIC IaHHBIE);

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025 13



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

* WAL-ypoBeHb IIEHHOCTH WK YPOBEHB TOCTYIIA HA 3aMUCh (MOAU(UKAIINIO, YIaICHUE).
[Tonb3oBatens MokeT Mmoauduuuponars (yaanarb) wuHpopmanuto, WAL-ypoBeHb
KOTOpOU He BbllIe ero RAL-ypoBHs.

Bo3MokHBIE COOTHOIIICHUS ypOBHeﬁ IMpCACTABJICHLI B Ta6J'II/II_Ie l

Tabmuma 1. CooTHomeHus ypoBHe# npu BoimosiHeHnn DML-oneparuit

RALnN WAL
RALwn (urenne) RALu < RALn (3armuch) RALu > WALD
WALn (MonmubuKanys, ynajieHue) —
WALn < RALn

RALn — RAL-ypoBenp pnoctyma mnonb3oBarens. WALm — WAL-ypoBenbs goBepus
MOJIB30BATENsI HA TOHM)KEHHE YpoBHS KoHpuaeHHuanpbHOCTH. RALum — RAL-ypoBens
yreHus: napopmanun. WALu — WAL-ypoBeHb IEGHHOCTH WM YPOBEHb JIOCTYyIMa Ha 3alUCh
(MomuduKkanuio, ynaienue) nadopmarim.

Kontponupytorcs 10 yposueir noctyna (Homepa 1-10). Yposuu 11-15 3ape3epBupOBaHBI.
Bcewm coznaBaeMbIM nonb3oBatessiM b/l 1o ymon4aHUIO yCTaHABIMBAETCS YPOBEHb JOCTYIIA
0 (mpu3HaK OTCYTCTBUS KOHTPOJIS [0 MaHAATHOMY JAOCTYIy, T.€. IOJIb30BaTE€Id HMEIOT
BO3MOYKHOCTbh YUTaTh U MOAW(DUIIMPOBATH BCE NOCTYIHBIE UM 10 MaHJAaTHOMY HPUHLUITY
KOHTPOJIS IaHHBIE).

Co3natp monb3oBarenst ¢ Mpou3BoIbHEIMA RAL/WAL-ypoBHSIMH MOXKET TOJBKO CO3/1aTelh
Bl. Ocransubie amMunuctpatopsl bJ[ (monb3oBarenu kareropuun DBA) umeroT mpaso
co3zaBaTh nojb3oBarencil b/l (Mau M3MEHATh UM ypOBEHb JOCTyIa) TOJIBKO B Ipenenax
OTBE/IEHHBIX JAaHHOMY aaMuHHUCTparopy RAL/WAL-ypoBHe#l (Ha uTeHHEe — HE BBIIIE, Ha
3aMKiCh — HE HUXKE).

[Tonp30Barenb MOXET SBHO 3aJaBaTh ypPOBEHb JOCTyNa BBOAUMBIX [IaHHBIX, yKa3blBas B
CIHCKe aTpUOyTOB YPOBHU JIOCTYIIA JIJISl COOTBETCTBYIOIIUX 3aIMUCEH U MoJieH (pHU onepanun
INSERT wiu UPDATE).

RAL-ypoBenbs 1 WAL-ypoBeHb BHOCUMBIX JJAHHBIX OEpyTCsl KAK MAKCUMYM YCTaHOBJIEHHBIX
RAL-ypoBHs 1 WAL-ypoBH [uIs KaHa1a/0Ib30BaTENsl, BHOCSILET0/M3MEHSIONIETO JaHHBIE.

3amuinaeMple 0ObEKTHI: ITOJIB30BATEIN, TAOJIUIIBI, CTOIOIBI, 3aIMMCH (BHOCATCS TP INSERT),
noJisi 3anuceit (M3MeHstoTes mpu UPDATE).

Mpumep

create 1f not exists level "NS" = 1;
create 1f not exists level "DSP" = 2;
create 1f not exists level "S" = 3;
create 1f not exists level "C" = 4;
create 1f not exists level "CC" = 5;
drop user Ul cascade;

create user Ul identified by '12345678';
grant dba to Ul;
alter user Ul level("S", "C");

! <MeTka »moCTyla> NOJb30BaTesa ##3#4.

14
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username Ul1/12345678
! <MeTka gpgoctTyna> Tabnuubs ##3#4 (HaciemyeTcda oT <METKM IOCTyIla>
cozmarend) .
create or replace table TAB1 (id int, name char (10));
! <MeTxa pocTyna> pobaBiideMoM 3anmucu ##4#4.
! [loslb30BATENIbF MOXET BHEeCTUM CTpoky ##4#4, T.x. RAL-YpOBEHb
nHbopMauMy CcoOBIalaeT
c !WAL-ypOBHEM IIOJIb30BATEJIA.
! Ho y moJap30BaTesyId HEeT JOCTylla Ha 3amnmch B Tabamuy, T.k. WAL-
YPOBEHb TabJINLIEL
Bole !RAL-ypPOBHS IIOJIb30BATEIA.
! ommbka 1070
insert into TABl values (101, "'newl');
! <MeTxa pocTyna> pobaBiideMoM 3anmucu ##3#4.
! Mlolb30BaTENIbF HE MOXEeT BHECTM CTPOKy ##3#4, T.x. RAL-ypOBEHbL
MHbOpMaLMM HUXE
!WAL-ypOBHSA IOJIb30BATEIA.
! ommbBxa 1070
insert into TABl##3#4 values (102, 'new2');
! ommbxa 1070
insert into TABl##4#4 values (103, 'new3');
username SYSTEM/MANAGERS

drop user U2 cascade;

create user U2 identified by '12345678';
grant dba to U2;

alter user U2 level ("3", "DSP");

| <MeTxa pmocTyIla> IoJib30oBaTessa ##3#2.
username U2/12345678

| <MeTxka pmocTyna> Tabnamuel ##3#2.
create or replace table TABZ2 (id int, name char (10));
insert into TAB2##4#4 values (102, 'new2');

Nudopmanus 00 ypoBHSX [IOCTyNa XpaHUTCS B CHUCTEMHOM Tabmuue $S$SSLEVEL (oM.
JTOKyMeHT «CHCTeMHBIe TaOIMIIbI U IIpeAcTaBIcHusy, oapasaena «3$SLEVELy).

YnpaBneHue ypoBHeM OOCTyna nonb3oBaTenemn

Jnsa ynpaBneHus ypoOBHSAMHM JOCTymna Iosb3oBarenieid cosparenem bJ[ ucnonb3yrorces
CJICAYIOIINE 3aIPOCHIL:

CO3AaHMeyp0BHﬂ
[1] <co3nmanue ypoBHS>: : =
CREATE [IF NOT EXISTS] LEVEL <ums ypoBHs™> = <HOMEpP YPOBHS>
[2] <wums ypoBHS>: : = uaeHTUHUKATOP
[3] <HOMep ypOBHS>: : = LIEJIOUUCIICHHBIN JUuTepan B Auanaszone [1-10]
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ITpumep.
create level L10 = 10;

E Hpumeuanue
Homep ypoBHSI MOXHO HCIIOIb30BaTh B KAYECTBE UICHTU(PHUKATOPA [IPH OPEIETICHUH T0CTYIIa,
Hanpumep, AA#10#2#3.

I'IepeumeHOBaHMe YPOBHA
[1] <nmepeumeHOBaHHE YPOBHS>: : =
ALTER LEVEL <uwms yposass> SET <HOBOE MM YPOBHI>

Brinonaenue 1aHHOTO 3alrpoca JOCTYITHO TOJIBKO CO3AaTCIIt0 BI[
Ha3HayeHue YPOBHA AOoCTyna nosfib3oBartesnko

HazHaueHne ypoBHsA JOCTyna IOJIb30BATEII0 BO3MOXKHO 4Ye€pe3 KOMAaHIY OIpEIEICHUS
nojbp30BaTenss JM00 KOMaHAy MOAM(UKAIMM OINpPEIeNeHUs TOJb30BaTeist C MOMOIIBIO
IOIOJIHUTEIILHOMN KOHCTpyKIUU LEVEL (<RAL>,<WAL>):
[1] <na3HaueHUe ypoOBHS IOCTYIIA IIOJIb30BATEIIO> : @ =
CREATE USER <uwms nons3oBarens™> IDENTIFIED BY '<naposs>'
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);
[2] <Ha3zHaueHHE ypOBHS JOCTYIIA NIOJIb30BATEIIO> : : =
ALTER USER <ums noss3oBareins>
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);

[Tpon3BoibHBIE YPOBHU JOCTYIIa MOXKET HazHAYaTh/U3MEHITh TOJIBKO co3aarens b/l, mpoune
nonbp3oBarenu bJ] MoryT HazHauaTh/U3MEHATh YPOBHU JJOCTYTIA B Mpe/ieiaxX Ha3HAuY€HHBIX UM
YPOBHEM.

IIpumepsl.

create user a identified by '12345678'
level ("COB.CEKPETHO", "IJIs CJI.IIOJIB3OBAHMA") ;
alter user b level ("COB.CEKPETHO", "IIJIsd CJI.IIOJIL3OBAHUA") ;

YnpaBneHune ypoBHEM A0CTyna K Tabnuue
B oneparopax ALTER TABLE m CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyNa JJIs
BCEH TaOmuIBl Yepe3 KOHCTPYKIUio LEVEL (SRAL>,<WAL>), HalIpuMep:

create table t (h INT, j char(10))
level ("COB.CEKPETHO", "IIJI CJI.IIOJIL3OBAHUA") ;

B Hpumeuanue
3anpenieno co3ianue TabIuIbl ¢ BHICOKUM YPOBHEM CEKPETHOCTH Ha yCTPOWCTBE C HU3KUM
YPOBHEM CEKPETHOCTH.

YnpaBrneHue ypoBHeM AOCTyna K cTonobuy Tabnuubl
B oneparopax ALTER TABLE m CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyNa JUJIs
cTonl1a yepe3 KOHCTPYKIMI0 LEVEL (SRAL>,<WAL>), HallpuMep:

create table t(h int
level ("COB.CEKPETHO", "IJId CJI.IOJIB30OBAHMA"), j char(10));
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Ecnu st Tabnuipl 3aaHbl YPOBHH MaHJIATHOTO JOCTyMa, a AN KaKUX-TO €€ CTONOIIOB
HE 3aJlaHbl, TO YPOBHU MaHAATHOTO JIOCTYIAa TaKHX CTONOIOB OEpyTCs paBHBIMU YPOBHSIM
JOCTyTa TaOIHIIBL.

lNMpeactaBneHue rpynn u yposHeu B SQL-
BblpaXXeHUAX

BeIie ObLTO OTIpeIeieHo, 9TO MEeTKA TOCTyTA (FJIM METKa MOJIb30BaTeNIs ) BCET/Ia COCTOUT U3
TPEX COCTABJISAIOIINX: HOMepa (UM UMEHM) TPYTIIbI U ABYX HOMEPOB (MMEH) YPOBHEH JOCTyna
(RAL, WAL):

[1] <metka moctyma>: : = #[[*]|<rpymma>|#[[*|<RAL>]#[[*]<WAL>]

<MeTKa IOOCTYyIla> MOXET COIMPOBOXKIATh KaK BCIO TaOnuily (3amuch TaONHUIIBI), TaK U
cTo06er TadnuIpl (TI0JIe 3aICH).

Konctpyknusi Buna ### npucBauBaeT MO0 METKY JOCTyHa TEKYLIEro IMOoJb30BaTels, a
KOHCTPYKIIMS BUIa #*#*#* ocTaBiseT METKy JOCTyma nojist 0e3 H3MEHEHUSI.

IIpumepsl.
update TEST set i###=200 where 1=3;
update TEST#*#*#* set i=200 where 1=3;
update TEST#*#"ICIH"#* set 1i=200 where i=3;

Mony4yeHne nHcpopmauum o MeTkax gocrtyna

s momydenust ”HpopManuu 0 METKE AOCTYIIa UCTIONIb3yeTcs BcTpoeHHast B SQL dyHKIusI.
CuHTakcuc

SECURITY ({*|<mums cTombua>},{'R'|'W'|'G"});
Onucaxue

I) '"R" | '"W' | 'G' — THO YacTH METKHU JIOCTyNa WIH YKa3aHUe IS BbIJauu 3HAYCHUUN
RAL, WAL 1 GROUP COOTBETCTBEHHO;

2) ¢yHKUMS Bceraa BO3BpalllaeT 3HAUCHUE THIIA integer, SBISIONIEeCs 3HaYUeHUEM yKa3aHHOM
gactu MeTku. [Ipu sTOoM ecnu:

* B Ka4eCTBE IMEPBOTO IMapamerpa ymnoTpedJIeH CHMBOI 3Be3louka (*), TO pe3yinbTaToM
¢byHKIMU OyIeT CIy)KUTh 3HAYCHHE YKa3aHHOW (BTOPHIM MapaMEeTPOM) YacTH METKH
TeKyIleil CTPOKM;

¢ B Ka4e€CTBC IIEPBOro mmapamerpa yrIOTpe6J'IeHO UM CTOJ'I6I_Ia, TO pEe3yJIibTar q)YHKI_II/II/I -
3HA4YCHUC y1<a3aHHOfI JaCTHU METKH COOTBETCTBYIOLICTO CTOJIﬁIIa TeKymefI CTPOKH.

3) QyHKIIMIO MOXXHO HCIONB30BaTh B TeX Mectax SQL-3ampoca, rme mo CHHTaKCHUCY
JIOIYCTUMO HCHOJb30BAaHUE CKASIPHOM (YyHKIUU. OTO MOXKET ObITh TMOITy4YeHHE
crpaBouHoil nHpopmauu — Ha Bbixone SELECT-3anmpoca win B MOMCKOBOM YCIIOBUH (B
WHERE-npennoxenun).

SELECT-BbIpaxeHus

Kpome Boimeonucannoi ¢pynkimu SECURITY B SELECT-BoIipakeHHsIX HET CHEITHATBHBIX
BO3MOXKHOCTEH 711 UCTOJIB30BaHMsI METOK, KOH(PHUICHIUATBHOCTU U Mp. Bee neiicTBus mo
npoBepke nocryna npousBoastcs aapom CYBJl JIMHTEP npo3payno asis moas3oBaress.
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B Hpumeuanue
Brimonnsss mouckoBele omnepanuu, sapo CYBJ[ Oymer mpuHMMarh BO BHHUMAaHUE TOJIbKO
AOCTyNHbIe (BHAMMBIE) IOJIb30BATENI0 JaHHbIE. TakuM o0pa3oM, y Ka)J0ro I0JIb30BaTels
OyZeT CBOE TMPECTaBICHUE O COJICPKAaHUM TaHHBIX B b/ nim ee Tabnuiax.

CrnenoBarenbHO, CYOBEKTBHI, OOJMYEHHBIE OOJBIIUM JIOBEpUEM, OynyT BHAETh OOJIbIIE
uHbOpMaMU TaM, IJe Apyrue MOJIb30BaTead HAWAYT JUIIb HEOONBIIYI0 YacTh JAHHBIX
(TOCTYyIHBIX UM).

OpHako eciny TpH BHINOJHEHUM TOMCKOBOM OIEpaluy BCTPETHIIACh CEKPETHas 3aIluch,
YIOBJIIETBOPSAIOLIAs YCJIOBHSM IIOMCKAa, HO HE COOTBETCTBYIOLIAs YPOBHIO JIOCTYIIA
MOJIb30BATeNsA, Takas 3alich HE WMICHOPUpPYETCs, a Bblgaerca Ko 3asepuieHus 1070
(HapyueHre MaHIATHOTO OOCTYyIa).

31ech HCKIIOYEHBI BCE BO3MOXKHBIC, JaKe KOCBEHHBIC, JIa3€HKM, TaK Kak IPaBUIIO
BUJIMMOCTH KAacaeTCsl W TaKUX KOHCTPYKIMH, Kak arperarHeie GyHKuuu. Tak, nuHGOpmarms
0 MHUHHMAJIBHOM 3HAY€HWW [aHHBIX KaKoro-muOo croybna OymeT BbIJaHA, HCXOAs W3
JIOCTYITHOTO TIOJB30BAaTEII0 MHOXECTBAa 3HA4YCHHH ATOoro crtoibma. To ke KacaeTcs u
OCTaJIbHBIX arperarHeix GyHkuuii (MIN, MAX, AVG, COUNT u ap.).

UPDATE, INSERT v MERGE onepaTtopbl

<MeTka OOCTyIa> BI3THX ONEPaTOpax MOXKET OTHOCUTLCS KaK KO BCel Tabmuiie (CTpoKe),
HaTpuMep,

insert into auto<merxa mocTyna> values (...):;

TaK U OTACJIBHBIM I10JIAM, HAIIPUMED,

insert into auto (PersonID<meTka pocTymna>) values (10000);

B nepBoM ciyuae cuurtaercs, 4ToO MeTKa JOCTyMa OTHOCUTCS KO BCEH CTPOKE, BO BTOPOM —
TOJILKO K YKa3aHHOMY HOJIIO.

Ecnu mpomymieHa <meTka JOCTymna> CTPOKH, TO MO YMOJIYAaHUIO Tpynmna OepeTcs paBHOM
rpynmne nosb3osarensd, a RAL-ypoBens 1 WAL-ypoBeHb yCTaHaBIMBAIOTCS KaK MaKCUMYyM
RAL-ypoBHs u WAL-ypoBHs nonb3oBarens. T.e. ayig noas3zoBarens Ul ¢ <meTko# nocryna>
#1#5#1 BHOCUMBIE UM JJaHHBIE OyAyT UMETh <METKY JoCcTyma> #1#5#5.

Ecmm B xoHcrpykumm UPDATE st cTpokum winm s mosnst <MeTka JOCTyIla> He
yKa3aHa, OHa OCTaeTcs TOM ke, 4YTO ObUIa 10 KOPPEKTUPOBKU CTPOKHU (IOJIsA), IMpHU
YCJIOBHH, YTO OIpPEAENEMBI €0 YPOBEHb JOCTyINA PA3PELICH I0JIb30BATENI0 I ITOU
onepanuu. B npotuBHOM ciyyae (Korja, HampuUMep, CEKPeTHBIN MOIb30BaTEIb MEHSET HE
CEKpeTHhIE JaHHbIe 0€3 yKa3aHus YpoBHEH) BblaeTcs koj 3aBepuieHus 1070 (HapymeHne
MaHIaTHOT'O IOCTyIla).

Ecnu 3agana <meTka JocTyna> 1mouas, To pGSyJIBTI/IpyIOH_II/Iﬁ YPOBCHb N0CTYyIIa IJIA IMOJIA U JJIL
3aIlIUCHU YCTAHABIIMBACTCA KaK MAKCUMYM ypOBHGfI 3aIlliCu " I10JIA.

ITpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;
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drop user Ul cascade;

create or replace user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level ("CC", "NS");

username Ul1/12345678

| <MerTxa pmocTyna> Tabnamuel ##5#1

create or replace table tabl (id int LEVEL ("CC","C"), name
char (10)

LEVEL ("CC","C")) ;

| <MeTka gpgoctTyna> szanmucu/nonent ##4#4

insert into TABL##"C"#"C" (ID##"C"#"C",NAME##"C"#"C") wvalues
(101, "gwerty');

| <MeTka gpgoctTyna> zanmucu/nonent ##4#4

insert into TABL##"S"#"S" (ID##"C"#"C",NAME##"C"#"C") wvalues
(102, "abcd") ;

! <MeTka gpgoctTyna> szanmucu/nonent ##4#4

insert into TABL##"C"#"DSP" (ID##"C"#"C",NAME##"C"#"C") wvalues
(103, "zzzzzzzz");

insert into

| <MeTka pgoctryna> szanmucu/nosent ##5#5

TABL (ID##"C"#"C",NAME##"C"#"C") values (104, 'new');

| <MeTka pgoctTyna> szanmucu/nosenn ##5#5

insert into TABl values (105, "new2');

B Hpumeuannus

1. Ecnu myist 0GHOBIIsIEMO TaONHIIBI 3a/1aH TICEBIOHUM, TO CrienU(UKaAIsg MaHIATHOW 3aIUThI
JIOJDKHA CTOSTH ITOCJIE 3TOTO IICEBIOHNMA.
update <ums Tabanier>[AS <ncesnonum>| [#[<rpynna>|#[<RAL> |#<WAL>]]

2. Ilpu no6asnenuu HOBO# 3anmucu ¢ BLOB-3nauennsimu BcraBka BLOB-3HaueHuii cunraercst
OTJIEeBHOM omeparued u B ciydae, ecinu B pexxume AUTOCOMMIT ommbka mpou3onaér
nipu BctaBke BLOB-3HaueHnid, To oTkata 700aBIEHUS 3aMCH HE MPOU30UIET.

YHpaBneHMe MaHAaTHOM 3alMTOU Ha ypoBHE cecCuun

s Toro 4ToOBI HE yKa3biBaTh Ipynmy, RAL u WAL B KaxaoM INSERT- unu UPDATE-
3arpoce, BBIIOJIHAEMOM I0JIb30BATEIEM B TEKYIIEH CECCUU, MOKHO MCIOJIb30BATh KOMAHY:

SET SESSION DEFAULT SECURITY #[<rpymma>#[<RAL>J#[<WAL>];

Komanga pacrpoctpaHsieTcsi Ha Bce OTKPBIThIE JOUYepHHE KaHalbl (KOTOPBIE YK€ OTKPBITHI
paHee Uiy OyIyT OTKPBITHI BIIOCIIEICTBUN).

[Tpumep.

create level "NS" = 1;
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create level "DSP" = 2;
create level "C" = 3;
create level "CC" = 4;

drop user "TEST" cascade;

create user "TEST" identified by '12345678';
grant DBA to "TEST";

username TEST/12345678

create or replace table a (i int, J int);

! TEST FOR 'INSERT'

insert into a wvalues(1l,1);

username SYSTEM/MANAGERS

alter user TEST level ("DSP","DSP");

username TEST/12345678

insert into a values(2,2);

lok

set session default security ##C#C;

insert into a wvalues(3,3);

lok

set session default security ##CC#CC;

insert into a values(4,4);

12 rows

select security(*,'R'),security(*,'W') from a;
username SYSTEM/MANAGERS

alter user TEST level ("CC","CC");

username TEST/12345678

'4 rows

select security(*,'R'),security(*,'W') from a;
! TEST FOR 'UPDATE'

update a set 1=10,3=10 where i=1;

'4 rows

select security(*,'R'),security(*,'W') from a;
lerror: MandatoryViolation

set session default security ##NS#NS;

SET SESSION SECURITY #[<rpynna>[#[<RAL>|#[<WAL>];

B ortmuume ot xomanael SET SESSION DEFAULT SECURITY, manHas KoMaHzIa BIHASET
He Ha MeTku goctyna B INSERT- wiu UPDATE-3anpocax, a ycraHaBiIuMBaeT B KaHalie
METKy AocTyna A paboTel ¢ oObekTamu Bl — Tabnumamu, npeacTtaBieHUsIMU U T.1. (10
YMOJIYaHUIO 3Ta MeTKa OepeTcsl paBHOM METKe ypOBHS M0JIb30BaTeNs). T.e. ¢ MEeTKOM 0oCTyIa,
YCTaHOBJICHHOM KOMaHJIOH set session security, Oy1yT BBIOIHATHCS JHOObIE 3aIIPOCHI TI0 ATOMY
kaHaiy. Komana Takxke pacrpocTpaHseTcs Ha Bce I0UepHHe KaHabI (KOTOPbIE YK€ OTKPBITHI
paHee Ui OyayT OTKPBITHI BIIOCIIEICTBUN).

YcranaBnuBaeMblid KOMaH/I0M ypOBEHb UTEHHS JOKEH ObITh HE OOJbIlle YCTaHOBIEHHOTO
B KaHaje YpPOBHs 4TeHHUs (IO yMOJYaHHWIO OH Oepercsi paBHbBIM RAL-ypoBHIO gocTyma
TOJIB30BATEIIs).
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YcraHaBIMBaeMbIil KOMaHIOM YPOBCHB 3alluCU NOJIZKCH OBITh HE MEHBIIIC YCTAaHOBJICHHOI'O

B KaHajle ypOBHS 3amnucd (0 yMONYaHUIO OH Oepercss paBHbIM WAL-ypoBHIO JocTyma

TOJIB30BATEJIs).

Jms xomang SET SESSION DEFAULT SECURITY u SET SESSION SECURITY moxHO
MPOITYCKATh 3a/IaHKUE TPYIIIbI U YPOBHEH.

ITpu nomeitke cmens! rpynnsl B komanzae SET SESSION SECURITY Oyzner BblgaH kof
3agepuieHus 1070 (Hapymenme MaHmaTHOTO moctTyna) (T.K. B IPyrod rpymie Mbl
pabotars He moxeMm), xoTst A komanael SET SESSION DEFAULT SECURITY Takoit ko
3aBepILICHMS BbIIaBaThcs He OyaeT (T.K. Mbl MoxeM BHecTH B/l naHHbIe 1711 ApYToil rpymisl).

ITpumep.
create 1f not exists level "NS" = 1;
create i1f not exists level "DSP" = 2;
create i1f not exists level "S" = 3;
create i1f not exists level "C" = 4;
create i1f not exists level "CC" = 5;
drop user Ul cascade;
create user Ul identified by '12345678';

grant dba to Ul;
alter user Ul level ("CC",

username Ul/12345678

drop table TABl cascade;
set session security ##4#4;
! ommbBra 1022
create table tabl
! ommbra 1070

set session security ##4#3;

! ommbra 1070

set session security ##5#4;

! ommBOKM HeT

set session security ##3#4;
create or replace table tabl

(id int,

username Ul/12345678
<MeTka HOCTyIa> 3anmucu/mnosen
insert into TABl1##3#4 values
<MeTka HoCTyIa> 3anmucu/mnosen
insert into TABl##4#4 values
set session security ##5#1;

<MeTka HOoCTyIa> 3anmucu/mnosen
insert into TABl values

name char (10))

(106,

"NS") ,.

LEVEL ("NS", "NS"

(id int, name char (10));

##34#4
(104, "newd ") ;
##444
(105, "newb") ;

##5#5

'newo') ;

) ;
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MapkupoBKa OKYMEHTOB

CornacHo apxurtektype OTKpbIThIX cuctem, CYBJ[ JIMHTEP He umeeTr cpeacTB BhIBOAA
uHpopMmaruu Ha qokyMeHThl, onHako JIMHTEP npenocrasiseT pa3paboTyuKy NpUIOKEHUS
BCE BO3MOYKHOCTH JJI peaju3alii MAPKUPOBKHU JOKYMEHTOB.

Oynkius SECURITY, onucaHHas BbIIIe, 00eCIIeYnBaeT HE TOJIBKO MOYYCHUE CIIPABOYHON
nHGOpMaIUH 7151 aAMUHHUCTPATOPA CPEICTB 3aALUTHI, HO U SABIISIETCS ITIABHBIM HHCTPYMEHTOM,
MO3BOJISIOIIUM MPUIIOKEHUIO MAPKUPOBAThH TOKYMEHTHI (BHIBOJUMBIC JJaHHBIE).

Ha camoMm nerne, miaBHYIO pojb MpU MapKUPOBKE UIPAET YPOBEHb KOH(GUACHIHMAIHLHOCTH
(urenusi) — RAL-ypoBeHb MOIy4YaeMbIX JIaHHBIX. [Ipu monydyeHun pa3zHOypOBHEBBIX (IO
RAL-ypOBHIO) JaHHBIX MAapKHUPOBKa IOKYMEHTOB JIOJKHA OCHOBBIBATHCS HA YPOBHE CaMbIX
KOH(HIEHIINANTBHBIX U3 HUX, T.€., HA MAKCUMAJIBHOM YPOBHE MOJy4YeHHOM HH(OpMaIUK.

CnenoBarenbHO, IPU MapKUPOBKE JTOKYMEHTOB OCHOBHBIM ammapaToM IpOrpaMMHUpPOBaHUS
npuiiokeHus cranet GyHkius SECURITY (.., 'R').

KoHTponb goctyna Kk B[] ¢ ceTeBbIX CTaHLUMN

CYB/Jl JIMHTEP mnpexacrapnseT cob0ii MHOTOMONIB30BATEIbCKYIO cucTeMy. [lomb3oBartenu
MOTYT NOJIy4YaTh yJAaJeHHbIA N0CTyIl K B/[ ¢ pa3snuyHbIX CETEBBIX TEPMUHAJIBHBIX CTAHUUN
(ymaneHnnbix moib3oBatenbckux kommbiorepoB). CYBJ JIMHTEP otnuuaer pa3inudHbie
CTaHIIMU CETH MO MX MPOTOKOJY 00MeHAa JaHHBIMH M YHHKAJIbHOMY CETEBOMY ajpecy B
Ipesesax OAHOro MpOTOKOJIA.

CVYB/Jl JIMHTEP no3BosisieT aAMUHUCTPATOPY CUCTEMBI OE30IIACHOCTH PETYJINPOBATh TOCTYII
nosib3oBareneit k B/l mo criemyromum kputepusiM (B MOPSIKE OUYEPEAHOCTH KOHTPOJIS
JIOCTYTA):

1) mo BpemMeHu pabOTHI MOJIL30BATENS;

2) 1O KOJIMYECTBY OZIHOBPEMEHHO aKTUBHBIX JIOTHYECKHX coeanHeHui k bJI;

3) 1o cnucKy pa3penieHHbIX Ui JOCTya CTaHLUMI;

4) 1o ypoBHSIM IOCTYyIa;

5) Mo CHCKY pa3pelIeHHbIX IS TOCTYIIa TPYIIIL.

OcHoBOMOJAratouMM MOHATHEM B MPOIECCE CONMOCTABIEHUS IMOJIb30BATENS C YCTPOUCTBOM
sBiseTcs nousatue cemesou cmanyuu. CereBoit crannueit CYBJl JIMHTEP cuurtaer nro6oi
KOMITBIOTEP, UMEIOIINN YHUKAIBLHBIA UICHTH(PUKATOP — aJIPeC B CETH.

CYB/J JIMHTEP nonnep»uBaeT HECKOIBKO TUIIOB CETEH, 4TO TpeOyeT pa3IMyHOro MOAX0/1a
K MHTEpIPETALIUK CETEBBIX aPECOB.

PaccmoTpum cTpykTypy cereBoro aapeca. B o0ieM cirydae ceTeBoii aipec COCTOUT U3 adpeca
noocemu (YHUKAJIbHOTO B TpefiesiaX Bcel ceTn) U adpeca cmanyuy (YHUKAJILHOTO B Mpeaenax
noacetn). CYBJ JIMHTEP mno3Bonsier ynpaBisTh IOCTYIIOM, KaKk Ha ypOBHE KOHEYHOM
CTaHILIMM, TAK U HA YPOBHE N0JIceTU. B mocnenneM ciyyae orpaHuueHus, HaJI0XKEHHBIE Ha BCIO
IIOJCETh, BIUAIOT U Ha BCE CTAHLIUH, PACIIONIOKEHHBIE B JAHHOW MOJCETH.

Kaxnpiii ceteBoit agpec B CYB/] JIMHTEP xapaktepusyercs cienyomumMy napaMmeTpamu:

* THUN ceTH (OmpeAesieT BHYTPEHHIO CTPYKTYPY aapeca);
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¢ THII aApeca (y1(a3LIBaeT Ha nmoaccTb NN KOHerTHHﬁ y3en);

* aapec B ceTH (COOCTBEHHO CETEBOM aapec, B 3aBUCUMOCTHU OT TUIIA CETH, MOXKET BKITIOUATh
aZipec MOACETH, a MOXKET HE BKJIIOYATh €10);

* Macka pa3pelleHHbIX Ipynn (CTaHAapTHas OMTOBas Macka, ONKCHIBAIOIIAs, Pa3pelleH Jin
JIOCTYI JIaHHOM IpyIIIbl K CTAHIMH);

* YpOBEHb MaHAATHOTO MOCTyma (TpOBEPSETCS BO3MOXKHOCTH IOJB30BATENSl BBIOIHSTH
COOTBETCTBYIOIIME OTIEPAIMH 110 OTHOIIEHHUIO K JAHHOW CTAHIINH);

* Macka pa3penieHHOr0 BPEMEHH J0CTyIa (C TOYHOCTBIO JI0 MoTydaca OMUCHIBACTCS BPEMSI,
pa3perieHHoe ISt JOCTYIa CO CTAHIIHH).

Co3narth HOBYHO CETEBYI CTAHLHIO (M3MEHUTh XapaKTEPUCTHKHU CYIIECTBYIOIIEH) MOXKET
TOJIBKO agMHUHHUCTpaTop Oe3omacHocTH b/I.

[IpaBo Ha JOCTYIl C KOHKPETHOM CETEBOM CTaHIMM MOXET OBITh MPEAOCTaBICHO
aJIMMHUCTPATOPOM O€30IacCHOCTH.

Jliis ToKanbHOW CeTH, B KOTOPOHM BCE CYIIECTBYIOIIME CETEBbIC CTAHIMU (U 100aBiIsieMble B
Oy/yIemM) HaxoIsATCsl B JOBEPEHHOM OKpYykeHuH B pamkax OC u ceTu, 10CTyl MOXKET ObITh
NPEIOCTABIEH KO BCEM CETEBBIM CTaHIMSAM JIMOO Cpa3y BCEM TEKYLIUM M MOTEHIMAJIbHBIM
nosb3oBatensm CYB/, nubo onpeneneHHoN Tpymne TeKyIUX N0Ib30BaTeeH.

[Tpu npengocTaBneHNH IpaB MOTYT OBITh YCTAHOBJIEHBI BPEMEHHBIE OTPaHUYEeHHUS IT1S1 JOCTyTa
JTAaHHOTO MOJIb30BaTENsl C KOHKPETHOW CETEBOM CTAHIIUU.

[Ipu mnombITKE YyCTaHOBIEHUs coenuHeHus mnonacucrema 3amuThl CYBJ[  BbImonHsier
CHEAYIOLIUE NEUCTBUSA:

1) mpoBOAUT CTaHAAPTHBIE MPOBEPKHU UICHTU(PUKAUY 1 ayTEeHTU(UKALIMHU T0Tb30BATENS;

2) mpoBepsieT HAIUYHUE Y TI0JIb30BaTeNsl Kareropuu Connect;

3) nojiy4yacTt y OHepaHI/IOHHOﬁ CUCTCMbI THUII CECTHU U alp€C CCTU — HCTOYHHKA 3allpoCa Ha
YCTAaHOBKY COCAUHCHUS,;

4) mpoBepsieT, OTpaHWYEH JH JOCTYN MJig JAHHOTO ToNib30oBaTens (10 BpPEMEHHBIM
MOKa3aTessiM);

5) mpoBepsieT, CYyLIECTBYeT JH JJisi JAHHOTO IOJIb30BaTeNsl CIUCOK pa3pelICHHBIX WU
3apEIICHHBIX CETEBBIX CTAHLIMIM;

6) eciu Takoi CIUCOK CYIIECTBYET, IOJBEPraeTcs IPOBEPKE COBMAIEHUE METOK JI0CTYTIa JJIs
II0JIb30BATENsl U Pa3pelIeHHON CTaHIMM (TpYyIINa I0JIb30BaTells 0JKHA COAEPKAaThCs B
MacKe T'PYIII MOJIb30BaTeNiel y CTaHIMK; RAL-ypOBEHb IMOJIH30BATEII He J10JI:KeH ObITh
BbIlle RAL-ypOBHS CTaHUUHU, WAL-YpPOBEHb I10JIb30BaTEIIs He J0JIKeH ObITh HU:Ke WAL-
YPOBHS CTaHIUH);

7) Ipy yCHEIIHON TpOBEpKE paccMaTpUBAETCS BO3MOXKHOCTH JIaHHOTO IOJIb30BaTENs
paboTarh ¢ 3TO CTAHLIUU B TEKYIIMHA MOMEHT BPEMEHU;

8) ecnu 3anpenieHHbIX KOMOMHAIMN HE 00HAPYKEHO, JOCTYIT pa3perraeTcs.

WNudopmanust 0 CeTeBBIX CTAHIMAX XPAHUTCS B CHCTEMHOHM Tabmuie $$S$SSTATION (cm.
NOKyMeHT «CHCTeMHBIE TaOIMIIbI U ITpeAcTaBIcHus, oapaszaea «S$SSTATIONy).

NMst cTanmuu mpencTaBiseT co0OW HACHTH(PUKATOP, KOTOPHIH MOXKET HCIIOIh30BaThCS
aMUHUCTPATOPOM OE30MACHOCTH IS pa3pelieHus (3amnpenieHus) J0CTyma Mmojib3oBaresei ¢
JTAaHHOTO YCTPOMCTBA.
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Xap AKTCPUCTUKHU CTAHIIMHU BKIIFOYAIOT:

* 00IIee YUCII0 HEYCICITHBIX MOMBITOK OOpPAIIeHHUs CO CTaHIUH,

* TEKyIIlEe YUCIIO HEYCICIIHBIX MOMBITOK OOPAICHUs CO CTaHIINY;

* ¢uaru nocTyna (IOCTYI 3ampeleH, TpedyeTcs MpoBepKa IPYTIIbI);
* YPOBHH JOCTyIA C YCTPONCTBA JJIsl MAHJATHOTO JIOCTYIIA;

* MackKa pa3pelIeHHbIX I JOCTyMa TPyI;

* Macka BPEMEHHOTO JIOCTyIa: OMTOBOE I0JIe pa3pelIeHHOTO0 BpeMeHH paboThl CO CTAHIMH
(c TOYHOCTBIO JI0 TIOJTy4aca Ha HEMIENIO);

* BpEMs MOCIIEIHEr0 HEYIauHOTO J0CTYIIA;
* BpeMs MOCJIEAHEr0 YCIEIHOrO J0CTyIa;

* J1aTa ¥ BpeMsi, HaunMHas ¢ KOTOPOTO JOCTYII C TAHHOW CTAHIIUK pa3periaeTcs;
* J1aTa ¥ BpeMs, JI0 KOTOPOTO JAOCTYT C JAaHHOW CTaHIIMH Pa3periacTcs;

* MacKa pa3pelIeHHBIX JJIs J0CTyNa JHEH HEICIH.

YpOBHM MaHIATHOTO JIOCTYIIA JIJISi CETEBOM CTaHIIMU IMPEICTABISIOT cOO0M JBa umcia (co
3HaYeHUsIMU U3 oTpeska [1-10]).

Macka pa3peleHHbIX Ui JOCTYIa Pyl NpeaCTaBIseT co00i OUTOBYIO MacKy u3 256 6ur,
nepBbie 250 OUT KOTOPOIl KOTUPYIOT pa3pelieHne COOTBETCTBYIOIIEH I'PYIIBI HA JTOCTYI K
CTaHIIMH.

[lara u BpeMs1, HauMHasi ¢ KOTOPOTO TOCTYI C JAHHOM CTaHIMM pa3peliaeTcs, MpeacTaBIsIIoT
co00i1 OIHOCTOPOHHEE OTPaHUYEHUE Ha IaTy Havyalia pa3peieHus J0CTyna ¢ JaHHON CTaHII|H.

[ara u BpeMmsi, HauMHasi ¢ KOTOPOTO JOCTYII C IaHHOM CTaHIIMU 3allpeIiaeTcs, IPpeaCTaBIsSIIOT
c0o00i1 OJTHOCTOPOHHEE OIPaHUYECHUE HA JaTy NPEKpPaIleHHs JOCTyIa C JAaHHOW CTaHIIHN.

Macka Pa3pClICHHBIX JIA AOCTYyIla JHEH Hemelu MMpEaACTaBIISICT coboit 6I/ITOBYIO MacCKy
Pa3spCIICHHBIX UIA JOCTYyIIa JHEH HeaelH.

CospgaHuel/lypaneHne ceTeBOU CTaHLUMU

[1]

[lepen ucnonp3oBaHWEM CTaHIIMK €€ HeoOXoaumo crenarh poctynHoit s CYB/ JIMHTEP.
DTO MOXKHO CJIeNaTh ABYMS CIIOCOOAMMU:
1) cosznate crannmio (SQL-cHHTAaKCHC TPUBEACH HUXKE), T.€. BKIIOYHUTH €€ OMTMCAHNE B CITUCOK

CTaHIMH (B CUCTEMHYIO Tabnuiy $$S$STATION);

2) nepesectu CYB/] JIMHTEP B pexum OecnpemnsiTCTBEHHON pabOThl ¢ HEHU3BECTHBIMU
CTAaHIUAMH (KaK Y)K€ YCTAHOBJICHHBIMH B CETH, TaK W J00aBISEMBIMH B OYIyIIEeM)
(UNLISTED STATION). Ilpenmonaraercsi, 4TO BCE TaKWe€ CTAHIMH BXOAAT (U OymayT
BXOJIMTH) B JIOBepeHHOE OKpyx)eHue B pamkax OC u ceTwu.

[ns ynpaBneHus paboyuMM CTaHIUSAMH co3jaresneM b/l ucnonb3yrores cieayroiue
KOMaH/bI:

1) co3manue cTaHIUU:

<CO3JIaHUE€ CTAHIIUU> : : =
CREATE [IF NOT EXISTS] STATION <ums craHIMu>
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PROTOCOL <ceTeBoii OpOTOKOI>
ADRESS <aapec crannum>

[LEVEL (<RAL><WAL>)]

[<pabouee Bpems>];
[2] <wums craHmmm>: : = <uAEeHTU(UKATOP>
[3] <cereBoil MPOTOKOJI>: : = <CUMBOJbHBIN JIATEpAI>
[4] <anmpec craHuMM>: : = <CHUMBOJIbHBIN JIUTEpPAT>
[5] <RAL>: := <unentuduxarop>
[6] <WAL>: := <unentuduxarop>
[7] <pabouee Bpems>: : =

{ENABLE | DISABLE} LOGIN
{ALWAYS | <rpacduk no BpemeHu>|<rpaduk 0o aHsam>}
[8] <rpaduk mo BpemeHu>: : =
FROM <gBpewms Hauana paGoTbr>
TO <Bpems okoHuanusi paboTer>[FOR <mHu paboThr>]
[9] <rpaduk mo gHAM>: : =
{SINCE <para nayana>}|{UNTIL <gara okoH4aHus>}
[10] <Bpems Hadana paboter>: : = "HH:MM'
[11] <Bpems okoH4aHus pabotsr>: : = 'HH:MM'
[12] <gHH paboTHL>: : =
<neHb Heenu> {[,<aeHp Hexenum>] ...}
[13] <nenb Henmenu>: : =
'MON'|'TUE''WED'|THU''FRI'|'SAT'|'SUN'
[14] <para Hauana>: :='DD.MM.YYYY'
[15] <pmara oxkonuyanus™>: : = 'DD.MM.YYYY'

Onuus IF NOT EXISTS OTMEHSIET BBIIIOJIHEHUE ONIEPaTopa, €CIv yKa3aHHAsl CTAaHLIUS YxKe
3apeructpuponana B b/I.

2) ynaneHue CTaHIMU:

DROP STATION <umsa cTaHLmm>;

M3meHeHUe napaMeTpoB CeTeBOW CTaHUUN

[Tpu HeoOXOAMMOCTH MapaMeTphl CTAHIIMKA MOYKHO H3MEHHUTH ¢ MOMOILbI0 SQL-npeanoxenus
ALTER STATION, KOTOPO€ UMEET CIEAYIOIINI CUHTaKCUC:

ALTER STATION <ums cTanumy> [SET <HoBOe mmsa craHimm>]

[LEVEL(<RAL>,<WAL>)] [<pabouee BpeMsa>];

YnpaBneHne 4OCTYNOM K CTaHLUU
3anpoc:
GRANT ACCESS ON UNLISTED STATION TO {<mms rpynmoer> | ALL};
pasperniaer paboTy CO BCeX TEKYUIMX M BHOBB J00aBIsI€MbIX CTaHLUM, KOTOPbIE HAXOAATCS
B JIOBEPEHHOM OKpy:keHuu B pamkax OC u cetu nubo BceM nonb3oparens CYBJ[ JIMHTEP,
00 TOJNBKO MOIH30BATESAM YKa3aHHOW TPYIIIIHI.

3anpoc:

REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025 25



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

3amperaerT padoTy C TEKYIIMX W BHOBb JO0ABISIEMBIX CTaHIUN, KOTOpPbIE HAXOISATCS B
noBepeHHOM OKpyxeHur B pamkax OC u cetu nubo BceM nonbs3oBatens CYB/] JIMHTEP,
100 TOJNBKO MOIH30BATESAM YKa3aHHOW TPYIIIIEI.

Crenytomiue J1Ba 3arnpoca Mo3BOJSIOT aIMUHUCTPATOPy 0€30MaCHOCTH YIPABISATH JOCTYIIOM
C CETEBBIX CTAHIIMK JIJIs1 UACHTU(UIIUPOBAHHBIX CTAHIIUM.

GRANT ACCESS ON STATION <umsa crauuvn> TO {<muma rpynner> | ALL};
REVOKE ACCESS ON STATION <umsa crauuum> FROM {<umsa rpynner> | ALL}Y;

SQL-nmpennoxenne GRANT ACCESS pazpemaer A0CTyl A IpyHmnbl ¢ UMEHEM <M
T'PYTIINBE> WM AJIS BCEX IPYHIT CO CTAHIUU <MMS CTaHLMM>.

SQL-npennoxenne REVOKE ACCESS 3ampelaer J0CTyH JUIsl TPyHbl ¢ UMEHEM <M
T'PYTIIE> WK AJIS BCEX I'PYIIT CO CTAHIUN <MMS CTaHLUM>.

3awuTta BBoAa-BbiBO4Aa HA BHELWHMU HOCUTENb

CYB/] JIMHTEP ucnonb3yeT BHEIIHUE YCTPOHCTBA OCTOSHHOTO XpaHEHUsI UH(OPMALIUH TS
pasMeleHHs TablIMIl JaHHBIX U BPEMEHHBIX pabounx ¢ailnos.

Pacmonoxenue konkpetHoro oobekra b/l ((aitna Tabmuier, BpemeHHOTO padodero gaiina)
BHYTpu BJl onHO3HAUHO HIEHTUDUIUPYETCS YemblpexcUMBOIbHbIM UOEHMUPUKAMOPOM —
JIMHTEP-umenem ycrpoiicta. JIMHTEP-uMs ucnonb3yercs mpu CO3AaHUU HOBBIX TaOIUIL
WM U3MEHEHUU PACIIONOKEHUS (aillioB CTaphIX.

Nudopmarus o coorBerctBum JIMHTEP-umenn ycTpoilcTBa M COOTBETCTBYIOIIETO €MY
peanbHOTO (HU3UYECKOTO YCTPOMCTBA XPAaHUTCS B CHCTEMHOM Tabmuie $SSDEVICE (oM.
JOKyMeHT «CHUCTeMHbBIe TaOJIUILI M mpeacTaBieHusy, noapasaen «$$SDEVICEy). [lannas
Tabnuia co3aaeTcs aIMUHUCTpaTopoM Oe3omacHocTu b/l 1 1ocTynHa TOIBKO emy.

Omnucanne 1OCTyma K YCTPOHCTBY (cronmbery $S$SSDESCR)  BKIIOUAET — CIEIYIONINE
COCTABJISIOIIHE:

1) memkxa oocmyna — Habop U3 nByX 3HaUeHUW: RAL 1 WAL. CIy>KUT JIJIsl TPUHYAUTEIHHOTO
KOHTpoJsl HaJ co3zganueMm (aiinoB BJl (¢aiinoB Tabnui M BpeMeHHBIX (¢ailioB) Ha
ONMUCHIBAEMOM YCTPOMCTBE:

* RAL-ypoBeHb ycTpoiicTBa mpeAcTaBisieT co0oil MakcuMaibHbli RAL-ypoBeHb
00beKTOB (TalnHIl), KOTOPbIE MOTYT OBITH Pa3MeIlleHbl HAa JAHHOM YCTPOMNCTBE;

* RAL-ypoBeHBb YCTpOHCTBa TMPEACTABISIET COOOM MHUHUMAJIBHBIM YPOBEHBH JOCTYyIIa
nosib3oBarenist (RAL-monb3oBaresnst), HEOOXOAMMBIN JUTsl CO3IaHUS ITHM IOJIH30BaTEIIeM
00BEKTOB (TabIUI M BpeMEHHBIX (DAJIOB) HA TAHHOM yCTPONCTBE;

* WAL-ypoBeHb YyCTpOWCTBAa TPEIACTaBIsACT co0OW MakcuManbHbIH WAL-ypoBeHb
MOJIb30BATENs, HEOOXOAUMBIH JIJIs y/laleHUs TaOluIIbL;

2) macka npusHakos Oocmyna — TPOBOAUTCS WM HE IPOBOJUTCA IPOBEpKa IOCTyIa
K COOTBETCTBYIOLIEMY YCTPOMCTBY, 3alpellleH MM HEeT JOCTyl K HeMy LEJIMKOM
Juls cucTeMbl. B mocrienHeMm ciaydae Bce 3ampochl Ha CO3JaHHE HOBBIX (ITOJIy4YEHHE
MH(POPMALIUH U3 CYLIECTBYIOIINX) 00BEKTOB OyyT OTBEprarhCs;

3) macka paszpewenus docmyna Ui TPYII MOJIb30BaTeIel — onuchIBatoTcs Bee 250 rpym.

CymecTByeT [ONONHUTEIbHBIA IapaMETp, MO3BOJSIIOIIMNA YIPABIATH JOCTYIIOM JJIs
YCTPOHCTB, OTCYTCTBYIOIIMX B Talauue YycrpoiictB. OH yka3biBaeT, Oyaer I
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3anpammBatbest MH(GopMamus o HeonucaHHbIX JIMHTEP-ycTpoiicTBax y omepanroHHOMR
CHCTEMBI, MJIH 3alIpOChl HAa pabOTy C JaHHBIMU yCTPOMCTBaMU OyIyT OTBEPraThesl.

Jns ynpaBieHMss KOHTPOJIEM YCTPOMCTB cospareiieM bJl MCIONB3yIOTCS  CIeAyIoIIue
KOMAaHJIbI:

1) co3nmanue ycTpoicTBa:
CREATE [IF NOT EXISTS] DEVICE <umsa ycTpoiicTBa>
DIRECTORY <xaTanor>
[COMMENT <xomMmmeHTapmn>|

[LEVEL (<RAL-ycTporicTBa>,<WAL-ycTpomcTea>)];

<uMsa yCTpOMCTBa>

JIMHTEP-nMs, wucnonb3yeMoe B KauyecTBE HMEHM YCTPOMCTBA IIPU  yKa3aHUHU
pacronoxeHus GaisioB co31aBaeMbIX TAOIHII.

<xaTajnor>

CumBoOJIBbHAS CTPOKA (JUIMHOM /10 256 CUMBOJIOB), OIPEIEISIONIAs MECTONONIOKEHHE (ITYTh)
(B TepmuHax cootBeTrcTByomEeil OC) daiinoB Tabiauil Npu MX CO3AaHUM (B KOMaHE
CREATE TABLE) Wi MOAX(UKAIIMN MECTONONOKEHHS ATUX (ailyioB (B koMaHae ALTER
TABLE).

Oneparop CREATE DEVICE co3naer HoBoe JIMHTEP-ums, xoropoe Bmocieactsuu
MOJKET MCIIOJIb30BaThCS B 3alpocax Ha co3nanue (Moaudukamuio) tadnuu. [Ipu coznanun
yCTPOMCTBA MOXET OBITh yKa3aH KOMMEHTapuii K HeMy (MOSCHEHHE O Ha3HaYeHUU
YCTPOWCTBA) U YPOBHU JOCTYIIA K YCTPOMCTBY.

Onmus IF NOT EXISTS OTMEHSET BBIIIOJIHEHUE oniepaTopa, eciu ykazanHoe JIMHTEP-
UMs yCTPOUCTBA yxke cyliecTByeT B b/l

2) ynmaneHue yCTpOnCTBa:
DROP DEVICE <ums ycrTpoicTBa>;

Komanna ynanser JIMHTEP-ums yctpoiicTBa U3 ciMcKa pa3pelieHHbIX UMEH.
3) MonuduKanysa napameTpoB yCTpOHCTBA:

ALTER DEVICE <uma ycrpomicrea> [DIRECTORY <xarTamor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-yCcTpomcTea>)];

Komanma mno3Bomsier usMmennth 3HadeHue JIMHTEP-umenn (myte k ¢uznueckomy
YCTPOMCTBY) M YPOBHU 3alIUTHI YCTPONUCTBA.

IIpu wucmonws3zoBanuu omepatopoB ALTER DEVICE um DROP DEVICE HE0O0XOAMMO
YUUTBHIBATh, YTO CYLIECTBYIOIIKE (aillibl, pacloNokeHHbIE HA HOBBIX YCTPOWCTBaX, MOTYT
CTaTh HEIOCTYIIHBIMU JIJIs1 HEKOTOPBIX MOJIb30BaTENEH.

3nayenue (cogepxaHue) ycrpoiictBa SYOO ompenensieTcss B MOMEHT CTapTa CHUCTEMBI
U He MOXKeT ObITH IepeolnpeesieH0 B TPOM3BOJIbHBIN KaTrajlor, HO BCE OrpaHUYCHHS,
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HaJIOKCHHbIE Ha HEro, OyyT BBIMOJIHATHCS OOBIYHBIM 00pa30M, 32 HCKIIOUYEHHEM OTHOLLICHHH,
HeoOxonumblx i (yHkunonuposanust CYBJl JIMHTEP u coorBeTcTBYOmUX pabodymux
¢aiinos.

4)

5)

6)

7)

pa3pelnTh TPyIIe/BCeM MOIB30BATENSAM IOCTYI K YCTPOUCTBY:

GRANT ACCESS ON DEVICE <ums ycrporicTtBa> TO {<mumsa rpynner> | ALL};

3aMpeTUuTh TPYIITE/BCEM MOIB30BATENSIM JOCTYI K YCTPOUCTBY:
REVOKE ACCESS ON DEVICE <uMmsa ycTporicTea>
FROM {<mmsa rpynmner> | ALL};

CrenmanbHbIMU KOMAaHJAMHU aMUHHUCTPATOp OE30MACHOCTH MOXKET pa3peliuTh WU
3allpeTUTh JOCTYI K YCTPOWCTBaM, KOTOpbIE HAXOJATCSA (MJIM MOTYT HAaXOIUThCS B
Oynymiem) B JIOBepeHHOM OKpykeHHMH B pamkax OC M ceTh Kak Uis BCEX TEKyIIUX
u Oynymux mnonb3oBareneid CYBJl, Tak W g ONpEeAENCHHOW TpyHIbl TEKYIIHX
I10JIb30BaTEIEH.

pa3peInTh rPyIIIe/BCeM MOIb30BATEISM JOCTYI K HE3apETUCTPUPOBAHHBIM YCTPOHCTBaM:
GRANT ACCESS ON UNLISTED DEVICE TO {<umsa rpynmner> | ALL};

Komanma pazpemaer padory ¢ JIMHTEP-uMenamu ycTpoHCTB B3 TOBEPEHHOTO OKPY KSHHS
cpencrtBamu omneparonHon cucrteMbl (CYBJl Oymer 3ampamuBaTh HHGOPMAIMIO O
(bu3MYECKOM PACTIONIOKEHUHU YCTPOUCTBA Y OTMIEPAIMOHHOIN CHCTEMBI).

3aIPETUTH IPYIINE/BCEM MOIB30BATEISM JIOCTYII K HE3apETHCTPUPOBAHHBIM YCTPOHCTBAM:
REVOKE ACCESS ON UNLISTED DEVICE FROM {<umsa rpynmne> | ALL};

Komanpa 3anpemaet padory ¢ IMHTEP-umenamu ycTpoiCTB U3 1I0BEPEHHOT'O OKPY>KEHUS
CpPEACTBAMH OINEPALIMOHHON CUCTEMBI.

HpH MCIIOJB30BAHUN KOMaHIbl REVOKE ACCESS He0o0X0mauMo YYHUTBIBATh, 4YTO
CYIIECTBYIOIINE OOBEKTHI, PACTIONIOKEHHBIE HA HOBOM MECTE, MOT'YT CTaTh HEJIOCTYITHBIMU
JJ1s1 COOTBETCTBYIOIINUX I'PYIIIL.

HNudopmarus o BozmoxkHocTr padotsl ¢ JIMHTEP-umenaMu mpou3BOIBHO UCITONIB3YEeMbBIX
YCTPOMCTB (T.€. C yCTPOICTB U3 JOBEPEHHOTO OKPYKEHHUSI) pacnoaraercs B onucanuu bJI.

KOHTpOﬂb LeJIOCTHOCTU CpeacTB 3allinTbl AaHHbIX

B

coctaB komIuiekca cpencts 3amuthl gaHHbIX CYBJ[ JIMHTEP Bxomar cnemyromue

KOMITIOHCHTHI:

MOJICUCTEMA TUCKPEIIMOHHOTO JIOCTYTIA;

MOJICUCTEMa MaHIaTHOTO JTOCTYTIA;

JIACTIETYEP TOCTYTIA;

MOJCHCTEMA OYHNCTKU ITaMSITH;

MOJICUCTEMAa KOHTPOJIS BHEITHUMHU (DU3UIECKUMH YCTPOMCTBAMHU XpaHeHHsI HH(POPMAIIUH;
MOJICUCTEMAa KOHTPOJIS IOCTYTA C BHEIIHUX YCTPOUCTB;

noacucrema I/I)leHTI/I(I)I/IKaLII/II/I u aYTeHTI/I(I)I/IKaLII/II/I;
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¢ IMoACHUCTEMA pCrucTpauuun COOBITHIA.

KC3 CYBJ JIMHTEP peanu3oBan B Bujae yactu ucnoiusemoro koaa siapa CYBJI. I'maBHbIi
komrnoneHT KC3 — mucneruep moctymna, KOTOPBIA MOMyYaeT yIpaBiIeHUE Ha PaHHUX dTarax
nannuanusanuu CYB]] 1o 3amycka nporenyp 00CTyKUBaHHUS MOJIH30BATEIILCKUX 3aIIPOCOB.

Hanpneitmas padora CYB/ npoucxonut noa koutpoiem KC3.

Henoctrocts KC3 B CYB/] JIMHTEP 3kBHBaneHTHA IEIOCTHOCTH IPOTPAMMHOTO KO siApa
CYB/[ JIMHTEP.

s npoepku nenoctiocty CYBJl npuMeHsieTcss yTHINTA MOACYETa KOHTPOJIBHBIX CyMM,
KOTOpasi CO3/7aeT Ha BbIxoAe (ail, comep)Kaliuii KOHTPOJIBHBIE CYMMBI IPOBEPSIEMBIX
¢aiinos. llenoctHocts CYB/] cuntaercs moATBEPKACHHOMN B cllydae, €Clid pe3ydbTHPYOIINe
KOHTPOJIbHBIE CYMMBI COBIIAJIU C KOHTPOJIBHBIMU CyMMaMU, IPUBEICHHBIMU B JOKYMEHTALIUH.

[IpoBepka BeITONIHAETCS Mepe KaxabiM 3amyckom siapa CYB/I.
[Togcyer KOHTPOJBHBIX CYMM BEAETCS TOJNBKO JUISI YKa3aHHBIX B Tabmuie 2 ¢aiiinoB ¢

MIOMOIIBIO YyTHIMTHI count. 3amycK JaHHOW YyTHIUTHI (IIOCTaBIIIEMON B COCTaBe TUCTPUOYTHBA
CVYB/Jl JIMHTEP) npousBoauTcs ¢ IOMOIIBIO KOMAHIHOM CTPOKH:

count <mmMmsa odanma>

3HaueHHe KOHTpOJ'II;HOfI CYMMBI BBIJACTCA HAa TCPMHUHAI, U €TI0 HYKHO TOJIBKO CPaBHHUTH C
MMPUBCACHHBIMU B Ta6n1/1ue 2 SHAYCHUSMMU.

Ta6nuua 2. [IpoBepsiembie Ha 1IenTOCTHOCTH UcnonHsembie Mmoaynu CYB/] JINMHTEP

HNwmsa daiina Tun OC Pa3mep (B DOYyHKIUOHAJIBbHOE KonTtpouabHnas
OaiiTax) Ha3HaYeHHe cymma
gendb Cosmanune n
koHurypupopanue bJ|
linter SAnpo CYB/ JIMHTEP
sqlD SQL-tpancasaTop
intsrt? ITponieccop cOpTUPOBKH
tsle TpaHcaATOp IPOLIELYPHOIO
SI3BIKA
loltp VYrpaBieHue pacrpeaeieHHbIMU
TpaH3aKLIUIMHU
linapid JDBC-cepBep
count VYrtunura noacuera
KOHTPOJIEHOW CyMMBI (aiina
testdb YTunuta trectupoBanus bJ|
dbs_tcp CeteBoii npaiiBep cepBepa
dbc_tcp CereBoii npaiiBep KJIMeHTa

D ITpu HanuMK yKa3aHHOTO IIpolecca B ycTaHoBouHOM Katanore CYB/I.

[Tpu 3anycke siapa CYB]] npoBepsieTcs 11e10CTHOCTD (paitioB KoHPUTyparuu 0a3bl JaHHBIX
1.11, 2.11, 3.11. B caydae HapymieHus IEIOCTHOCTH (ailyioB KOHPUTyparuu O0a3bl
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JAHHBIX Ha KOHCOJIb U B (ailn mporokona linter.out OyayT BbIJaHbI COOOLIEHUS O
HEYCIHELIHON MPOBEpPKEe KOHTPOIBHOM CyMMBI, SIAPO 3aMyLICHO HE OyeT.

IIpu BoccTaHOBiIEHMM 0a3bl JaHHBIX M3 apxuBa lhb mpoBepsieTcsl LEI0CTHOCTh OJIOKOB
apxuBa. B ciydae HapyIIeHus LEJIOCTHOCTH BOCCTaHOBIIEHHE Oy/IeT 3aBEpILIEHO OIIMOKOH, Ha
9KpaH Oy/eT BhIBEACHA IUArHOCTHYECKasi HH()OpMAIH O MECTe HapyIIEHHS IEJT0CTHOCTH.

[Tpu 3amycke XpaHUMBIX MPOLETYP BBHITOIHSAETCS MPOBEPKA IEIIOCTHOCTU KO/A TPOIEAYpHI.
B cnydae HapymieHusi HETOCTHOCTH KO/a MPOIENypbl B BBIMOJIHEHUU NPOLEAypbl OyaeT
OTKa3aHO, (YHKIIMs BBI30Ba MPOLEAYPHl BEPHET COOTBETCTBYIOIIMIA TUATHOCTUUYECKUHN KOJ,
B (aitnm mporokona linter.out OyaeT BBIJAHO COOOIICHHE O HEYCICHTHON MpPOBEpKE
KOHTPOJIBHOM cyMMBI. [Ipolieypa npoBepKu 1eT0CTHOCTH KO/Ia MPOLIEYP BBITIOTHAETCS: IPH
BBI30BE XpaHUMOM Mpoueaypsl, npu 3anycke aapa CYB/], a Takxe He pexe OHOTO pasza B
CYTKHU C POTOKOJIMPOBAHHMEM 3aITyCKa Ipoliecca MpoBepKH B (haiii mpoTokoia linter.out.

NMoacyeT KOHTPOSIbHON CYMMbI

Ha3HauyeHue

Hnsa  xontpons uenoctHoctn KC3 CVYBJ JIMHTEP wucnone3yercs yrtuiaudra count,
KOTOpasi MOACYUTHIBAET 32-0UTHYIO KOHTPOJIbHYIO cyMMy (aiina. Ee ucnonb3oBanue Takxe
1enecoo0pa3Ho Ui KOHTPOJISI HEM3MEHHOCTH BCEX HCIOJNHAEMBIX MOAYNEH, KOHTPOJIbHBIE
CYMMBI JJIsl KOTOPBIX MPHJIararoTcsl.

OnucaHue

ITponsBogurca pacdyer 16-0aliTHOM  MOCIIEAOBATENbHOCTH  CUMBOJIOB, OJHO3HaYHO
UACHTUPUUIMPYIOIIUX 3aJaHHBIA (Qailn. Pacyer ocymiecTBisercs ¢ UCHOIb30BaHUEM
pacnpoCTPaHEHHOTO AIrOPUTMa BbIUMCIICHUS ayTeHTU(pULIMpyomuX koo Message Digest B
peXUME CUEIUIEHUS 10 IPOMEKYTOUYHOMY PE3YJbTaTy BBIYUCICHUN.

3areM pe3ynbTaT CYMMHUPYETCSl CO CABHIOM MJIs MOJMYYEHUS pe3yasTupyromei 32-O0uTHoii
KOHTPOJBHOM CyMMBI.

Ucnonb3oBaHue

Komangnas cTpoka:

count <mumMmsa o¢anga>

3HaueHUE KOHTPOJIBHOM CYMMbI BBIJAETCS Ha TEPMHUHAI, U €r0 HY>KHO TOJIbKO CPaBHHUTH C
MIPUBEICHHBIMH B TaOMHUIIE 2 3HAUCHUSIMHU.

OucneTtyep gocrtyna

Hucneruep noctyna CYBJ[ JIMHTEP peanu3oBan B BUIE HECKOJbKUX B3aWMOCBSI3aHHBIX
MPOTPAMMHBIX (PparMeHTOB, KaXKIbId M3 KOTOPBIX KOHTPOJIUPYET CBOIO O0NACTh JecTBUI
CVYBU.

[lepBasi wacTh OOCITY)XHMBaeT MOJACHCTEMY IMCKPeNHOHHOro poctyma. OHa moiydaer
yIpaBJIeHUE Tocie pazdbopa 3amnpoca. B 3TOT MOMEHT MOTHOCTHIO OTPE/ICTICHBI BCE 0OBEKTHI
JOCTYyTIa ¥ 3alpaiivBacMble 10 OTHOIICHUIO K HHUM JeicTBus. Jlucmerdep BeIOMpaeT Bce
NpaBuiia, KacarolIMecs 3alpallnBaloIero MOJb30BaTelNs, W, B COOTBETCTBUHU C 3allPOCOM,
MPOBEPSIET, JOCTYIHBI JIU TpeOyeMble OOBEKTHI B JAHHOM 3ampoce. Takke MpoBepsercs
BO3MOXKHOCTh pa0OTHI C BHEIIHUMH YCTPOWCTBaMH. JlaHHBIN (pparMeHT MOXET 00pamaThes
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K MOJACHUCTEME HACHTU(UKALMK 3a TOATBEPXKIECHUEM (3ampeToM) ACHCTBUIA, CBA3aHHBIX C
KaTeropusiMu nojb3oBareneil (Connect, Resource, DBA).

Bropast wacte oOciyxuBaeT mnoicucteMy HAeHTU(UKAMK U ayTeHTuukaruu. OHa
[IOJly4yaeT YNpaBICHHME B MOMEHT OTKpbITUSA Jorudeckod cBasu ¢ CVYBJl npu
U3MEHEHUU INpaB I[0Jb30BaTeNell M TaOMUIbl CEeTeBbIX CcTaHUMHA. JlaHHBIA (parMeHT
obecreunBaeT UACHTUPHUKALINIO, Ay TCHTU(UKALIIO, IPOBEPKY KAaTeropuil J0CTy1a, IPOBEPKY
COIIOCTaBJICHHUS 10JIb30BATENIEH C YCTPOHCTBOM.

Tperuil ¢parMeHT NONy4aeT YHpaBICHUE NpPU KaXKIOW omepanuu MaHUIYISLIUU C
KOHKPETHBIMM JIaHHBIMU — NP Moidy4yeHuu ux u3 BbJl, mpoBeneHun omeparnuii Haj HUMH,
3anucu B Tabnuipsl b/l, Beljaye JaHHBIX MMOJIB30BATENIO U T.I. B 3TOM ciyyae npoBepsitoTcst
MaH/aTHbIE MPaBUJIA J0CTYIIA.

Yerepthiii pparment aucneruepa jpocryna CYBJ] JIMHTEP oGecneunBaer H30JALUIO
[apaJUIeJIbHO  BBINOJHAIOMIMXCS 3ampocoB. OH Takke OCYIIECTBISET IJIaHUPOBAHHE
00paboTKH 3alpocoB, KOHTPOJUPYET WX KBAHTOBAaHME M OTCIIEKHBAET BCE BO3MOXKHBIE
HapyILIEHUs U30JALUHU ITPOLIECCOB, BBIOIHAIOIUXCS 10 PA3HBIM JIOTUYECKHUM CBS3SM.

Bce ¢parmenTsl aucneTruepa AOCTyma B Ipolecce paboTbl oOpamaroTcst K IMoJCHCcTeMe
peructpanuu coOsituii CYBJ] JIMHTEP, koTopast MOKET MPUHATH PELIEHUE COINIACHO CBOUM
napaMeTpam O PerucTpaluy COOTBETCTBYIOIIUX COOBITUI B TaOIuIlEe COOBITHI.

CospnaHue bl

Coznanne BbJ] JIMHTEP BeimonHseTcs ¢ MOMOLIbI0 YTHIUTHL gendb (CM. JOKyMEHT
«Co3nanue u KoHbUrypupoBaHue 0a3bl AaHHBIX», TYHKT «Cosnanue b/I»). B mporecce
TeHepalnK co37atoTcst Gaitnpl cucteMHol u padoueid BJI.

CucrtemHasn bl

Cucremnas b/l npeacrasinser co6oit Habop U3 Tpex TabauIl, coaepKaluX MeTauH(pOpPMaIIUIo,
T.€. IaHHBIE O IAHHBIX:

1) $$SSYSRL (daitnbl ¢ umenamu 1.*) — tabmuua tabnuu. CoaepXuUT HHGOPMALIUIO O
TaOIMIIaX: UM, UACHTU(PHUKATOP BIIAJICNIbIIA, YUCIO CTOJIOIOB, pa3Mepsl (GaitioB U mp. ITO
karasor Tabnui b/l, BEIOIHEHHBIH TaK)Ke B BUJIE TAOHIIbI;

2) SSSATTRI (aitnel ¢ umeHamu 2.*) — tabmuma ctono1oB. CoaepkXutr HWHOOpMAITUIO
0 cToJIOIaxX TaONHIl: UM, MMPUHAUISKHOCTh K TaONHIle, TUI JaHHBIX, HHPOpMaIus 00
MHJICKCaX, OTPAHUYCHHS [IETIOCTHOCTH H TIp.;

3) $S$SSUSR ((aitbl ¢ mmeHamu 3.*) — tabnuna nosmHoMounid. ConepkuT MHGOPMAIIHIO O
MIOJIH30BATENSAX U MX TIOJIHOMOUUSX NIPU paboTe ¢ TaONUIIaMHK, POJISX U TIP.

KpOMe OIMMCAHWI TT0IB30BaTEIBbCKUX Ta6J'II/IH, CHCTCMHBIC Ta6J'II/II_[bI coacpKar M CBOHU
COOCTBEHHBIE OIIMCAHUS.

ITocne renepanuu cuctemMHoit b/l ¢ momompro yTuiauTel gendb oHa OyaeT CoaepkaTh
CJIeTYIOIINE TAOIUIIBI:

* $$SSYSRL — OonMCaHMs TPEX CUCTEMHBIX Tabuil: $$SSSYSRL, SSSATTRI, $SSUSR;

* SSSATTRI — onucanus 13 cTOIOOB CHCTEMHBIX TAOJIMIL;

* $SSUSR — ONMCaHWE EIWHCTBEHHOTrO Iojb30Bareis B/, mMmeroliero moaHOMOYHS Ha
YTEHHUE TpU paboTe CO BCEMU CUCTEMHBIMU Tabmuiamu (agmuuauctparopa bJl).
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[Tpu co3ganuy HOBBIX TAOMHII U TIOJIB30BATEIBCKUX MPEACTABICHUA WM MPU U3MEHEHHH
IMOJIHOMOYHM cOCTOssHHE cucTeMHO# b/l MeHseTcs.

Coznanve Moib30BaTEeIIbCKOM TaOJIMIIBI/TIPEACTABICHHS BJI€UeT 3a Co00il ao0aBieHuEe ee
onucaHus B $$SSYSRL u onucaHuil ee ctondnoB B $$SATTRI. [lpu ynanenun Tabauiisl
CVYB/l BbinonHseT 0OpaTHbIE AEWCTBUS.

Hoctyn k mro6oi Ttabmuie (mosib3oBaTenbckoi/cucteMHoil) bJl  ompenensiercss 1o
nH(pOpPMAIUU U3 CUCTEMHBIX TaOIUII.

CucremHbIe TaOIUIIBI COJEPKAT KUZHEHHO BaXKHYTO 11t paboTsl b/l nndopmaruio.

N3Mmenenne naHHoi I/IH(i)OpMaI_II/II/I MOXET IIPUBECTU K KATACTPOPUIECKUM MOCICACTBUAM.
Bo u30exanne M3MeHEHUs MOJIBL30BATENIMU CUCTEMHBIX TaOJIHI] JOCTYIl K HUM 3anpenieH
IJIs1 BCeX IMOoJIb30BarteJiei (I[an(e aIMMHHUCTPATOP b/I umeer nuip NPUBUJICTHIO SELECT).
Bce HeoOxoanMble M3MEHEHHS B CHUCTEMHBIX TaOIUIAX B mnpoiecce pa60TLI MIPOU3BOAUT
tonbko sapo CYB/] JIMHTEP.

CTpyKTypa CUCTEeMHbIX Tabnuy,

CucreMHEbIC Ta6J'II/II_ILI, TaK KC, KaK U MMOJIb30BAaTCIbCKUEC, COCTOAT U3 CTOJ'I6I_[OB, 10 3HAaYCHUAM
KOTOPBIX BO3MOXKCH ITOHCK.

OnHako cpeau CTONOIOB CUCTEMHBIX TaOIHIl €CTh CTONOIBI, COAEpKalIne B OaAHTOBOM BHIIE
MHTETPUPOBAHHYIO UH(DOPMALIKIO O BKIOUEHHOM B 3Ty Tabnuny oowsekte b/I. Ilpunoxenuto,
HE SIBJISIIOIIEMYCSl CUCTEMHBIM, 3Ta MHpopMalus yaiie Bcero He TpeOyercs. KnneHnrckue
npuwioxkenus padorarotr ¢ CYB]] Ha ypoBae SQL-3ampocoB K MoJIb30BaTEIBCKUM TaOIUIIAM.
Bcto npouyto paboty Beinonsser CYB/I.

TonbKO CHCTEMHBIM HMPHIOKCEHHSIM MOXKET MOTPeOOBaThCS MH(POPMALIHS O PACIOIOKCHHH
daitnoB B/l, 0 ToM, KaKk OTIMYUTH 0Aa30BYI0 TaOIUIy OT MPEACTABICHHUS, O THUIE, JUIMHE
CTOJIOIA | TIp.

CocraB 00s13aTeIbHBIX CUCTEMHBIX TAOIHII;

* $$S$SSYSRL — naHHBIE 0 Beex Tabnunax/mpeacrapieHusx b/l;

* $$SATTRI — maHHBIE O BCEX CTONOLAX U UX arpulyTax mo BceM Tabnunam BJl;

* $$SUSR — maHHbBIE O BCEX MOIb30BaTessix b/l, possix, Ha3HAYEHUU POJIEH MOIb30BATEISIM
b/l u ux npuBUIEerUsiX.

CTpykTypa CHUCTEMHBIX TaOmUI] omHucaHa B JOKyMeHTe «CHcTeMHble TaOlaHIbl U
IPEJICTABICHUSY.

Pabouas b

B pabGoueit BJ] comepkarcs MuHEMYM dYeThipe ¢aiina (Ipu HAIMYUK HECKOJIBKUX (aitioB
CHUCTEMHOTO JKypHaJia X MOXKET OBITh TOpasao OoJbIIe):

1) 1.31 — pabounii daiin Out-BekropoB. IIpeaHazHaueH s CBONMHTA OUT-BEKTOPOB OTBETOB
OZIHO 1 MHOTOIIEPEMEHHBIX 3aIIPOCOB;
2) 1.41 — paGouwii (aitn XpaHUMBIX TPOLEAYP U OBICTPOH 3aTrPy3KH;

3) 1.51 — paGountii daiin coprupoBku. [IpeaHazHadeH 1151 BBIOTHEHUS COPTUPOBKH OTBETOB
U npeuiokeHuil Tuna group by B SQL-onepartopax;
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4) 000001.61, 000002.61, ... — daitnel cuctemMHoro >xypHana. I[lpenHazHayeHbl A7
BE/ICHUSI NpPOTOKosia 000 Bcex M3MeHeHusx, npousBereHHbXx CYBJl B cucremHoit u
1oJb30BaTeNnbCKoi b/l (ceaHChl UTeHMs B XKypHaJe He PeruCTPUPYIOTCS).

@aiin 6uT-BeKTOpOB HUcnoib3yeTcs sapoM CYB/l mis xpaneHust HHGOPMALUU O TOM, KaKue
3aIMCH BOILUIM/HE BOLUIU B OTBET (MOXKET OBITH POMEKYTOUHBIM).

HporpaMMa Sort mocieaoBaTeIbHO 06pa6aTLIBaCT 3allpoCbl Ha COPTUPOBKY, IMO3TOMY
KaXK bl pa3 B (baﬁﬂe 1.51 3anmChIBaIOTCS HOBBIC JaHHBIC, KOTOPBIC COPTUPYIOTCA OO KOHIIA.

Pasmepsl ¢aitnoB gomxHbI ObITH onpeneneHs! 1o 3amycka CYB/[. OnHako OHM HE OCTaloTCs
(UKCHUpPOBaHHBIMU Ha MPOTSDKEHUM Bcero ceanca pabotsl siapa CYB/I, a pacmupstores o
Mepe HEOOXOJMMOCTH 10 YCTaHOBJICHHBIX JINMHUTOB.

WHnumanusauma Komnnekca cpeacTB 3aWmnThl AaHHbIX

be3 ununmanuzaumu KC3 CVYB][ JIMHTEP He Oynmer momjep>kKuBaTh OONBIIMHCTBO M3
OIMCAHHBIX BbIlIE QPYyHKIMIA (YIIpaBIeHHE IPyIIIaMH, YPOBHHU JAOCTYIIA, 3aLUTY YCTPOMCTB U

mnp.).
B npornecce nannumanmzanun KC3 co3narorcs HeoOXoauMsbie 1iis €€ paboThl PeCypChI:

1) AJI TIOAACPKKH MCXaHU3Ma MCTOK JOJIKHBI 6LITB CO31aHbI Ta6J'II/II_IBIZ
* $SSSLEVEL;
* $SSGROUP.

2) s paboTHI anmapara CoroCTaBICHHUsI [TOIb30BATEIs C CETEBBIM YCTPOHCTBOM HEOOXOAUMO
cos3zathk Tadnuiy $$$STATION;

3) ans paOoThl MOACUCTEMBI 3AIIMTHI BBOAA-BBIBOJA HA BHEIIHUN HOCHUTENb Tpebyercs
co3farh Tabnuny $$S$DEVICE;

4) nst paboOThI MOJCUCTEMBI PETHUCTPAIIMU COOBITUI HYKHO CO3/1aTh TaONHIly ayauTa;

5) Ans yCTaHOBIEHHS «OTHOILIECHHUI» MEXKly KOHKPETHBIMU MOJIb30BATENISIMU U KOHKPETHBIMHU
o0beKTaMH ciefyeT co3aarh Tabnuiy $S$SRELATION.

Bce BhimenepeunciaeHnble TaOnuIpl co3gaores ¢ noMoibeio SQL-¢aiioB extsec.sqgl
U security.sqgl, KOTOpbI€ IOJKHBI OBbITH BBIMOJIHEHBl (C MOMOIIBIO YTHJINTHI inl)
aJIMUHHCTPATOPOM 0€30MaCHOCTH.

s saToro Heobxonumo 3anmyctuth sapo CYB/] JIMHTEP, 3arem, monb3ysce yTwinTo# inl,
3alyCTUTH Ha BhImonHeHne SQL-daiinel security.sql uextsec.sql:

inl -u SYSTEM/MANAGER8 -f security.sgl
inl -u SYSTEM/MANAGER8 -f extsec.sgl

[Tocne BeIMONHEHMs naHHOro makera 3ampocoB sjapo CYBJ JIMHTEP nHeo6xomumo
nepe3anycTuTb. Tonbko mpu cienyroeM 3anycke sapa CYBJ[ OyayT BKIIIOYEHB! yKa3aHHbIE
MexaHn3Mbl KC3 1 mpoTokonnpoBaHus.
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OaHHbIX

CYB/] JIMHTEP mno3BoisieT XpaHUTh OJHOBPEMEHHO HH(OpMAIMIO, MPUHAIICKAILYIO
Pa3IMYHBIM I10JIB30BATEIISAM, IOAACPKUBATE CIOKHYIO HEPAPXUYECKYIO CTPYKTYPY HOCTyIa K
JaHHBIM. J[J1s1 KOHTPOJIS Ha/L TOCTYIIOM IOJIb30BaTeNEH K TaHHBIM U JUIs TUKBUIALIUN OIINOOK
WINA TIPOTUBOPEUYHH B CTpYKType 3amuThl b/l ciyxuT mojcucrema perucrpanuu coObITUI

(aymout).
Jannas noxcucrema sisisiercst HeorbemiieMoit yacteto KC3 CYBJ[ JIMHTEP.
CYB/] JIMHTEP no3BoisieT perucTpupoBaTh CIeIyIONe COOBITHS:

* BKJIIOYCHHE MEXaHU3MOB MJICHTU(UKAIIUY U ayTCHTU(UKAIINH;

* 3ampockl Ha JOCTyM K pecypcam BJI;

* co3gaHue, MOAU(UKAIMIO U YHHUTOXKEeHHE 00beKTOB B/l;

* JIeWCTBUA [0 U3MEHEHHUIO NpaBui pasrpanndenus nocryna (I1PI);
* BCE NOMNBITKU JocTyna K b/1;

e JnerictBusa anMuHucTparopa bI.

Tabnuma peructpanuu coObiTU $SSAUDIT wuMmeeT 8§ CTONOOB, MNPEACTaBICHHBIX
B Tabmuie 3. bosnee moapoOHO UX CopepKaHUE PACCMATPUBACTCS HUXKE.

B Hpumeuanne

Cpencrsa nporokonuposanus CYB/l JIMHTEP npenocTaBiasioT agMUHUCTPATOPY BCETO JIMLIb
BO3MOXKHOCTh cOopa mH(popmanuyu 00 MHTEPECYIOUX €ro COOBITHSIX; Ui €¢ 00paboTKu U
aHaJu3a JI0JDKHBI pa3padaThIBaThCs CIICIHMATbHBIC PUIIOKCHHUS.

Tabnuua 3. Ctpykrypa Tabnuis! peructpanuu $$SAUDIT

HNms cronbua Tun gaHHbIX Coaep:xanue

EVENTTYPE smallint Ncrounnk coOwiTus (TI01630Batensb, sapo CYB/,
KC3 sppa CYB/)

EVENTID smallint Tumn coObITHS (3aMIpoc Ha AOCTYT, U3MEHEHHUE
[P/ u T.11.)

USERNAME char(66) WMs monp30BaTelIst, ”HUIIMHPYIOMIETO COOBITHE

SOURCEADR char(24) CeTeBoif aipec UCTOYHUKA COOBITHS

OBJECTNAME char(134) [TonmHOE MMsT 00BEKTa, OOpaIeHHEe K KOTOPOMY
BBI3BAJIO COOBITHE

OBJECTTYPE smallint Tun o6bekTa, K KOTOPOMY OTHOCHUTCS COOBITHE

BODY byte(58) JonomauTenpHas HHGOPMAITUS O COOBITUN

USERTEXT char(240) [Tonp3oBaTenbckoe cooOIIeHNE

Tabnuiia aymuTa UMeeT CIeayoIIne 0COOCHHOCTH:

1) oHa He coznaercst aBToMarnuecku npu co3nanuu bJl. Jlns ee co3nanus aiMUHUCTPATOPY
b/l HeoOxomuMo BBHIIOTHUTH (aiin security.sql;

2) 3amyck MonuTopunra KC3 (aynura) ocymectBisiercss koMan10il AUDIT START, IpU 3TOM
B HYJICBOH 3alMCU CHCTEMHOM Tabmuibl $S$$SYSRL ycTaHaBnuBaeTcs (piar akTMBHOCTH
MOJICUCTEMBI ayJHTa;
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3) ocraHOB ayauTa MPOUCXOAMT MO KomaHae AUDIT STOP, mnpu D3TOM B
HYJIEBYIO 3allUChb CHUCTeMHOW Talmuuel $S$S$SSYSRL  3aHOcuTcs HHGpopMmanus o0
OCTaHOBKE HPOTOKOIMpoBaHUA. [Ipu BO30OHOBICHUM MPOTOKOIUPOBAHUS BCE COOBITHS,
YCTaHOBJICHHBIE /IO OCTAHOBKH NPOTOKOJIMPOBAHUS, OylyT aKTUBUPOBAHBI;

4) oTMeTKa B TabJHIIE PETUCTPALMU MOXKET OBITh IIPOM3BE/IECHA MOIH30BATENEM C TOMOIIBIO
koMaHapl AUDIT MESSAGE <TexcT CcoobmeHusa>. DTo ObBaeT HEOOXOIUMO
B CiydYae, €ClM IMOJIb30BaTeib XOYET OCTaBUTh aIMHUHHMCTPATOPY OE30MAaCHOCTH HEKOe
COOOIIEHHE;

5) cnenuanbHON XapaKTEPUCTUKON TaOIMIBI ayuTa sBisgeTca napamerp RECORDS LIMIT
— YHCIIO 3amucedl B aHHOW TalnuIe, MpH MPEBBIIEHUH KOTOPOro OyleT co3aHa HoBas
TabIMIa ayauTa;

6) AN UCKJIIOYEHUS TOTepU HAKOIUIEHHOM HMH(OpMAnUM [OKHO OBITh pa3paboTaHo
CIeLMaNbHOE NPUIOKEHHE, KOHTPOJIUPYIOLIee CTENEHb 3allOJHEHUS TaOIHUIbI ayJuTa U
ABTOMATUYECKU BBIIPYXKAIOLEe JaHHBIC U3 HEE IIPU YIPO3€ MEPEIOIHEHNUS,

7) u3MeHATh 3HaueHKe napamMeTpa RECORDS LIMIT MOXKET TONbKO agMuHucTparop b/l;

8) mns gocrtymna K TabnMie aynuTa He0OXOIUMO MMETh COOTBETCTBYIOIIUE MPaBa JOCTYyINa U
Kateroputo noinbs3osarensi DBA;

9) CYB/] JIMHTEP He no3BosnsieT apXuBUpOBaTh TabIMIly ayuTa OTaesbHO 0T Beelt B/ (T.e.
ee MOYKHO COXPaHMUTh TOJIKO B apXUBHOM (aiine Bceit B/I);

10) npu pabote ¢ Tabnuueit ayaura CYBJ[ JIMHTEP ncnonb3yet TOIbKO OUH PEXUM pabOThI

TpaH3akuui — AutoCommit.

Onucanue cToa0noB Tabmumel SSSAUDIT:

1) EVENTTYPE - wucTo4HHMK COOBITHSA, MOMJIEXKAIIero perucrpanuu (tabmuma 6).
Hcrounnkom perucTpupyeMbix coobiTrii MOTYT ObITh simpo CYBJI JIMHTEP (nanpumep,
npu co3naHuud HoBoro obowekta) m KC3 (Hampumep, mpu peructpanuu odpamieHus K
HEJOCTYITHOMY OOBEKTY);

2) EVENTID — unentudukarop tuma coobitus (Tadmuus! 8, 9, 10, 11 u 12);

3) OBJECTTYPE - wunentudukarop ooObekta bBJl (tabmuma 7, mopoauBiiee
MIPOTOKOJIUPYEMOE COOBITHE);

4) SOURCEADR - cereBoii ajgpec CTaHIMHM KJIMEHTA. DTO 3HAYCHHE HECET peabHYIO
nH(GOPMAIUIO TOIBKO IPU HE HYJIEBOM 3HAYEHUH THUIIA UCTOUYHUKA (IIPU CETEBOM paboTe);

5) USERNAME — umst cxemsl (10Ib30BaTeNsi). ITO HAMMEHOBAHHUE CXEMBI (ITOJIb30BaTENIA),
OT UMEHHM KOTOPOTO HWHHUIIMUPOBAHO COOBITHE (HAmpUMeEp, UM IOJIb30BaTelNsl, KOTOPBIN
oOpaTuics K HeoCTynmHOMY eMy 00bekTy bJ1);

6) OBJECTNAME — momnoe mms oObekta BJl. D10 mMs oObekra, mpu OOpalleHUd K
KOTOPOMY BO3HUKJIO PETUCTPUPYEMOE COOBITHE;

7) BODY — nononauTtenbHast nHGopManus o coObITuu (Tadmuna 4);

8) USERTEXT — nonp30BaTenbCKkoe COOOIMEHUE O TIPOTOKOIMPYEMOM COOBITHH.

Ta6muia 4. Ctpykrypa nosist BODY Tabmuier $$SAUDIT

IMose cTpyKTYpHBI Tun naHHbIX KommenTapuii
SQL

EventTime date ata u Bpems COOBITHS
Reserved byte[16] 3ape3epBUPOBAHO
SourceType smallint Tum coObITHS
SourcePid int Wnentudukarop npouecca-ceppepa
SourceRPid int Nnentuduxarop nporecca-KIneHTa
SourceSocket int CereBoil mopT (COKET) Mpoliecca-KINeHTa
EventStatus int Cocrosinue Bomnonuenus CYBJ[ JIMHTEP
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ITosie cTpYKTYpBI Tun nanHbIX KommenTapuii
SQL
SourceStatus int 3ape3epBUPOBAHO
SourceSystemStatus nt CocTosiHue onepanuoOHHON CUCTEMBI

st ynoOcTBa aHanu3a HHPOPMAIIUK O TPOTOKOIUPYEMBIX COOBITHSIX MPH BHIMOIHEHUH (haiiina
security.sql co3naerca npeacrasienue AUDIT EVENTS (tabmuua 5).

Tabmuma 5. Crpykrypa npencrasieanss AUDIT EVENTS

Cronben Tun 1aHHBIX KommeHnTapuii
SQL

Event number bigint YHUKanbHBIA HUACHTU(PUKATOP COOBITUS
Event time date Jlara u Bpemst cOOBITHS
Severity char(10) [Tpu3Hak cepbe3HOCTH COOBITHS
Username char(66) Nmst monw3oBaTens
Event type char(19) Tun coObITHs
Eventid char(21) Wms coObiTus
Networkaddress  |char(24) CereBoll azipec KIMEHTa
Objectname char(134) Nwms oobekTa b1
Sourcepid int Wnentuduxarop npouecca-cepsepa
Sourcerealpid int Wnentudukarop npouecca-KIneHTa
Socket int CereBoii opT (COKET) nmpoliecca-KIueHTa
Status int Cocrosaue Bemonaenus CYB/ JIMHTEP
Osstatus int Cocrosnue BoinonHenus OC
Usertext char(240) [Tonk30BaTensCKoe COOOIICHNE

Tabnuma 6. UneHTudukaropsl HCTOUHHUKOB COOBITHIA

HNnentuduxarop HcTounuk codbITHs KommenTapuii
HCTOYHHKA

1 SYSTEM EVENT CucTeMHBIE€ COOBITHUS

2 RESOURCE EVENT CoOBITHS, CBI3aHHBIC C U3BMEHCHUEM
CTpYyKTypbl B/]

3 AUTHORIZATION EVENT CoObITHS, CBA3aHHBIE C ITOJCUCTEMON
aBTOPU3ALINU

4 TABLE EVENT CoObITHS, CBSI3aHHBIE C KOHKPETHBIMU
Ta0IMIIaMHU

5 CHANNEL EVENT KananbHbIEe COOBITHS

Tabauna 7. Koxbl 00bekTOB B/]

Kon Muemonuka KommenTapwuii
0 LOBJ NONE Heormnpenenenuslii 00beKT
1 LOBJ USER [Tonws3oBarens win cxema bJ[
2 LOBJ ROLE Ponp
3 LOBJ LEVEL YpoBeHs gocryna
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Kon MHeMoOHUKA KommenTapuii

4 LOBJ _GROUP I'pynnia nmonb3oBarenei b/

5 LOBJ STATION PaOouast cranmus

6 LOBJ NODE V3en JIoKaibHOM ceTn

7 LOBJ DEVICE YerpoiicTBo xpaHeHus ¢aitoB bJ{

8 LOBJ TABLE Tabmuma BJI

9 LOBJ VIEW IIpencranenue b/]

10 LOBJ SYNONYM CuHOHUM 00OBEKTa

11 LOBJ EVENT Coo6biTe b/

12 LOBJ PROCEDURE Xpanumas npouenypa b/l

13 LOBJ TRIGER Tpurrep b/1

14 LOBJ CURSOR Kypcop (BbiOOpKa 3ammceit)

15 LOBJ TABLE ID Wnentudukarop TabmuIpl, K KOTOPOH y MOIB30BATEIS
HET JJOCTyTIa

16 LOBJ_SEQ [TocnenoBarenbHOCTh

17 LOBJ CSET Konosas crpanuna

18 LOBJ TRANSL [IpaBuio TpaHCISIMK KOJOBBIX CTPAHMI]

19 LOBJ CSAL Anuac

20 LOBJ PROC ID Wnentudukarop XpaHuMOU IpOLEaypbl, IPH
00paboTKe KOTOPO BO3HHKIIA BHYTPEHHSS OLIMOKA
anpa CYB/] JIMHTEP

21 LOBJ TRIG STRUCT Wnentudukarop cpadorasiiero Tpurrepa (mpu aoooM
OKOHYaHUH)

22 LOBJ COLUMN Cros0err TabIuUIIBI

23 LOBJ PARAMETER [TapameTp napameTpHUueCKOro 3ampoca

24 LOBJ GLVAR I'moGanbHas mepeMeHHas MPOLIEAYPHOTO S3bIKa

Yn paBJsieHne MOHUTOPUHIOM

I[J'ISI yHpaBJICHHA MOHUTOPUHI'OM IMPEAHA3HAYCHBI CIICAYIOINEC KOMAaH/IbI:

1) HacTpoiika NpOTOKOJIMPOBAHHUS;

2) TIPOTOKOJIMPOBAHKE TTOJIb30BATEIIHCKOTO COOOIICHHS;
3) HayaTh KOMMEHTHUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA;
4) OTMEHUTH KOMMEHTHPOBAHHE ITPOTOKOIUPYEMBIX COOBITHIA.

B cocraB auctpuOytuBa BXomuT ckpunt audit info.sh pan1d MoHMTOpHMHTA U
OIOBEILEHUS aJIMUHHCTpPATOpa O COOBITUSAX Oe30macHOCTU. J[aHHBIA CKPHIT 3aIlyCKaeTcs
aJIMUHUCTPATOPOM M Jajiee NUKIMYECKH C 3aJaHHBIM HMHTEPBAJIOM Ha SKPaH BBLIACTCS
CBOIHAs MH(pOpMaIMs 1O XypHajaMm (ITapamMeTpbl HACTPAUBAIOTCS B OJIOKE MEPEMEHHBIX
CKpHIITA):

1) xoMnaxkTHasi TpyNIHUPOBKA 110 BCEMY JKypHaITy, KaKhe COOBITHS perHCTPUPOBATINCH B KAKOM

00II[EM KOJIMYECTBE;

2) To e c arperaiei coobITHIl 3a mocaeIHui Jac;
3) nocnenuue 10 cooOuieHuit xxypHana;
4) nocnenuue 10 cooOmieHu# KypHaaa BEICOKOH BaKHOCTH;
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5) BpeMs ocCIeIHEH 3aucH B )KypHaJe;
6) cooOIIeHnl BEICOKOM BaxkHOCTH U3 linter.out, 10 mociaenHux.

HacTtponka npoToKkonupoBaHus

Cneuudmnkauus
[1] <wuacTpoiika MPOTOKOJUPOBAHUS> : : =
AUDIT <koMaHja TpOTOKOIUPOBAHUS>
[<umst cOOBITUS™> [<OOBEKT MPOTOKOJIUPOBAHUS>]|
[<CyOBEKT NPOTOKOIUPOBAHUS> |
[<ypoBeHb IPOTOKOIMPOBAHUS™ |
[<ycnoBue NPOTOKOJIMPOBAHUS™ ]
[2] <cocTosiHME MPOTOKOIUPOBAHUS> : : =
{START | STOP | ENABLE | DISABLE | CLEAR} [SET RECORDS LIMIT
<I1eJIOYMCIICHHBIN JIUTEpaT>|

[3] <ums coObITUS> : : = <UJEHTU(UKATOP>

[4] <oOwekT nmpoTokoiaupoBaHus™>: : = ON <uaeHTHU(PHUKaTOp>

[S] <cyOwbekt npoTtokonupoBaHus™: : = FOR <ums nonb3oBarens>
[6] <ypoBeHb NPOTOKOIMPOBAHUS>: : =

BY {SESSION | STATEMENT | ACCESS}
[7] <ycmoBue nmporokomupoBanus™>: : = WHEN [NOT] SUCCESS | ALWAYS

CuHTakcu4yeckue npaBuna

1) JomycTumble <mMeHa COOLITMI> MPUBEACHBI B Tabnumax 8, 9, 10, 11 u 12.
2) JlomycTUMBIE THUITBI <OBBEKTOB MNPOTOKOJMPOBAHMUSI>:

¢ USER <umdg noab3oBaTeid™;

* USER <umi cxeMbr>;

* ROLE <um4 poiu=>;

* LEVEL {<uM# ypOBHs AOCTyna> | <uJleHTU(UKATOP yPOBHS JOCTyIa>};

* GROUP <umi rpynmsr>;

e STATION <HzLeHTI/I(pHKaTop CTaHIIUU>;

* NODE <uMs y3J1a JOKaJIbHOU CETH>;

* DEVICE <uMs yCTpOMCTBa™>;

e TABLE [<uMs cxeMbl>|.<uMs TaOIUIIBE>;

* VIEW [<uMS CXeMbI>|.<UMSs MIPEICTABICHUS>;

e SYNONYM <uMms CHHOHUMAa™;

* EVENT <uMs COOBITHSI>;

* PROCEDURE <uMs XpaHUMOW NpOLETypbI>;

* TRIGGER <uMf TpUITEpa>;

* CURSOR <uM1 Kypcopa>;

* LOCK <cHUCTeMHBII uaeHTU(PHUKaTOp OIOKUPYyEeMOi TabIHIIbI>;

* SEQUENCE <uMm4d mojb30Bareis> <UMs MIOCJIECA0BATEIbHOCTHU>;

e CHARACTER SET <uMs KOOUPOBKHU>;
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* TRANSLATION <ums IpaBujla TpAHCIAINN>,

e ALTAS <uMd ajigaca>.

Ecniu  xoHkpeTHbld <OOBEKT NPOTOKOJIMPOBAHMSA> HE yKa3aH, Oyaer
MIPOTOKOJIMPOBATHCS TOCTYII KO BceM oObekTam b/I.

<OOBEKT IIPOTOKONIMPOBAHMA> NOJDKECH CYyIICCTBOBATH HA MOMCHT CO3/1aHMsA COOBITHS
IMPOTOKOJIUPOBAHMA.

OO6Gwwue npaBsuna

1)

2)

B noacucreme aynura CYB/ JIMHTEP npemycMoTpeHo YeThIpe TUIa YCTaHOBOK:

* 2100a1bHble — YCTAaHOBKH, IEHCTBYIOLIUE /ISl BCEX MoJb30BaTeneil 1 00bekToB b/I;

* 0Ovekmmuble — yCTAHOBKH I KOHKPETHBIX 00BEKTOB b/I;

* nepcoHanbHble — YCTAHOBKH JIJI1 KOHKPETHBIX Mojib3oBareneil b/1;

* JIOKANbHble — YCTAHOBKM MEXKJIY KOHKPETHBIMU IIOJIB30BATEIIAMU U KOHKPETHBIMU

oobexTamu BJI.

Cuavaia IIPOBECPAOTCA n100aIbHEIE YCTAaHOBKHU, 3aT€M YCTAHOBKHU JII KOHKPCTHBIX
00BEKTOB BJ_—[, 34aTEM YCTAHOBKHU JIsI KOHKPCTHBIX nonn3oBareneii. Iloce IMPOBEPAOTCA
JIOKAJIbHBIC YCTAHOBKH.

Ecmu 3amana mio0anmpHasi yCTaHOBKA, TO MPOBEPSETCS HAIWYHE SIBHBIX 3allPETOB
MIPOTOKOJIMPOBAHMS 1T KOHKPETHOTO 00bekTa BJl, st KOHKPETHOTO MOJIb30BaTENs, s
KoMOMHaIMK 00BEKTa U TI0JIb30BaTeNsl. B mpoTuBHOM citydae (eciu rmofaibHast yCTaHOBKA
HE 3a/1aHa) POBEPSETCS HaJTMYUE YCTAHOBOK I KOHKPETHBIX 00BeKTOB B/I.

Ecnu ycranoBka Ju1st koHKpeTHOro o0bekTa b/, To mpoBepsieTcs Hanuyue SBHBIX 3allpETOB
IIPOTOKOJIMPOBAHUS AJIsl KOHKpeTHOro o0bekTa bJl, 1isi KOHKPETHOTO MOoJIb30BaTeNs, A
KOMOWHAIMK OOBEKTa W TOJb30Bareis. B mpoTWBHOM ciydae (eciid yCTaHOBKA st
KOHKpeTHOTo 00bekTa b/l He 3a1aHa) MpoBepseTCcsl HaJTMIUe YCTAaHOBOK JIJIST KOHKPETHBIX
MOJIb30BATEIICH.

JlokanbHbIe YyCTAaHOBKH MPOBEPSIOTCS B JIOOOM Cilydae (HE3aBUCHUMO OT TOTO 3a/IaHBbI JI
100aIbHBIE YCTAHOBKU MJIM YCTAHOBKH JJIS1 KOHKPETHBIX 00BbeKTOB/monb30Bareneit bJI).
[Ipumepsr:

« AUDIT ENABLE SELECT; (rmo6ajibHast yCTaHOBKA);

* AUDIT ENABLE SELECT ON AUTO; (o0beKTHast yCTaHOBKA);

« AUDIT ENABLE SELECT FOR SYS; (nepcoHanbHasi yCTaHOBKa);

« AUDIT ENABLE SELECT ON AUTO FOR SYS; (mokanpHasi ycCTaHOBKA).

Onuus <cocTogHME MNPOTOKOJIUPOBAHUSI>

START

KOMaH,Z[a AKTUBU3UPYCT NOACUCTEMY IIPOTOKOJIIMPOBAHUS.
STOP

KoMaHza OTK/II04aEeT MOACUCTEMY TPOTOKOJIMPOBAHUS.
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ENABLE

Komanna pa3pemiacT NpoTOKOJIUMPOBAHUE YKAa3aHHOI'O COOBITUSA U NOJKHA BBIHOIHATHCS
npu AKTUBHOU MOJCUCTEME IIPOTOKOJIMPOBAHMS (nocne BBIIIOJIHEHUS KOMaHJbl AUDIT
START)

PC3YHLT3.TBI BBITIOJTHCHHUA KOMAaH/bI:
a) ecinu <mMms COOBITMSA> HE 3aJ1aHO, IMPOTOKOJIHUPYIOTCA BCC CO6LITI/ISI;

0) ecim  <umMsa cobmiTUa>, <uUMd nojp3oBaTessa> U <ODBEKT
NPOTOKOJIMPOBAHMSA> HE 33/IaHbl, TO U3MEHSIOTCS IT00aIbHbIe YCTAHOBKH;

B) €CJIM 3aJ]aH0 <M I[10JIb30BATEJISI> WIM <OOBEKT MPOTOKOJIMPOBAHMA>,
TO U3MCHAIOTCS IEPCOHAIBHBIC YCTAHOBKU,

r) eciu <umsa COOBITUA> 3aJaHO 6e3 YKazaHuA <ycJoBuAa
[IPOTOKOJINPOBaHMSA>, TO YCTAHABIIMBACTCA:

* 3aJ]aHHOE <COCTOSHME NPOTOKONMPOoBaHrsa> (ENABLE);
* TPOTOKOJIMPOBAHHE TOJIBKO HEYNAYHbIX COOBITHI (when not success).

J) €clli <COCTOSHME [IPOTOKOJMPOBAHMSI> HE YKa3bIBAETCs, 110 YMOJYAHUIO
npuauMaerca BY STATEMENT;,

€) ecliM 3aJaHO0 TOJNBKO <COCTOSHME nporokoampoBaHmsa> ENABLE,
BKJIIOYAETCSI POTOKOJIMPOBAHUE CPa3y BCEX HEYCIEITHBIX CUCTEMHBIX COOBITHH.

ITpumep.

audit enable linter error;

DISABLE
Komanna 3anperaeT npoToKoJIMpOBaHUE YKA3aHHOTO COOBITHS.

Eciu <umsa coBweiTusa> HE 3a1aHO, 3alpCIiacTCA MPOTOKOJIUPOBAHHUEC BCCX COOBITHIA.
KOMaH,Z[a AOJDKHAa BBITIOJIHATHCA IIPU AKTUBHOH IIOJACHCTEME IMPOTOKOJIUPOBAHUSA (HOCJ'IC

BBIIIOJIHEHUA KOMaHAael AUDIT S TART). Ecmu Ipu D3TOM HE 3aJaHbl <UMSA
MoJIb30BaTENIA> U <OOBEKT MNPOTOKOJIMPOBAHMSA>, TO U3MEHSIOTCS II00AIbHEIC
YCTaHOBKH.

Ecnu 3amano <mumMsa moJib30BaTEIISA>, TO U3MEHSIOTCS IIePCOHAIbHBIC YCTaHOBKHU. Ecnn
3alaH <OOBEKT MIPOTOKOJIMPOBAHNS>, HU3MEHIIOTCS YCTAHOBKH JII KOHKPETHOTO
oO0bekTa. Ecnu 3a1anbl <yiMs moJib30BaTENS> H <OOBEKT MPOTOKOJUPOBAHMUS>,
MU3MEHSIOTCA JIOKAJIbHbIE YCTAHOBKH.

B cnyuae mogaun komauzsl audit disable <mmMs coOOBITVS> BBIMOIHAIOTCS CIEAYIOIINE
JIEeUCTBU:

* CCIIM paHCC <COCTOAHME TIIPOTOKOJIMPOBAHMA> HE OBLIO YCTaHOBJICHO, TO
3aIllpOC UTHOPUPYCTCA,

* €M <COCTOSHME NPOTOKOJMPOBAHMS> paHee ObUIO YCTaHOBICHO U
B 3alpocCce HE 3amaHO0 <yCJIOBUE IPOTOKOJIMPOBAHMA>, TO OTMCHIIOTCI
paHeC YCTAHOBJICHHOC <COCTOSHME IPOTOKOJIMPOBaAHUA> U <YyCJIOBUE
[IPOTOKOJIMPOBAHUA>,
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audit

* ecmu <COCTOsSHME [IPOTOKOJMPOBAHMSI> paHee ObUIO YCTaHOBJIEHO U B
3aIIpoce 3aaH0 <yCJIOBME IIPOTOKOJIUPOBAHMSA>, TO PAHCC YCTAHOBICHHOC
<COCTOfHME TNPOTOKOJIMPOBaHMA> HE U3MEHIETCSA, & OTMEHSAETCS TOJIBKO
paHee YCTaHOBIEHHOE <y CJIOBME MNPOTOKOJIMPOBaHMs> (€Ciu ObLIO 33a/1aHO).

Eciu 3agaHo <cocToshue NPpOoTOKOMMPOBaHMUSA> disable, OTMEHSCTCA
MIPOTOKOJIMPOBAHUE CPA3y BCEX CUCTEMHBIX COOBITHIA.

ITpumep.

disable linter error;

B Hpumeuanue
B rtekymield Bepcuum 3ampeT MPOTOKOIMPOBAHUS HEYAAYHO 3aBEPIICHHBIX COOBITHH He
noxaepxkuBaercsa. Hanpumep, mo komange audit disable create table when
not success MOMNBITKA CO3JaHMs TaOIUIbI IPOTOKOIUPYETCS BCErna (KaK MPH yCIELITHOM
3aBEpUICHUH, TAK U IIPU HEYCIICITHOM).

AUDIT
AUDIT

AUDIT
AUDIT

AUDIT
AUDIT

CLEAR

Komanna mnpegHazHaueHa nisi OTMEHBI SIBHOTO 3ampeTa MPOTOKOJIMPOBAHUS IS
KOHKPETHOTO TOJIb30BATEs, ISl KOHKPETHOTO 00BEKTA, NIl KOMOWHAIIMY TTOJIH30BATENS U
00BEKTa, BEIIIOIHEHHEBIE KoMaHAaMu AUDIT ENABLE um AUDIT DISABLE:

* AUDIT CLEAR ... WHEN SUCCESS — OYHILAET TOJIBKO «yCIIEIIHbIE» COOBITHS;

e AUDIT CLEAR ... WHEN NOT SUCCESS — O4HIIAET TOJIBKO «HEYCIEIIHBIC
COOBITHS,;

* AUDIT CLEAR ... — OYMIIAET BCE COOBITHSI.

Komanna AUDIT CLEAR pist HEkoTOpOro coOOBITHSI M HEKOTOPOTO MOJIb30BaTels,
o0ObekTa TMO0 KOMOMHALIMU TOTO M JPYroro OYMIIAET BCE COOTBETCTBYIOIIME YCTAaHOBKH
NPOTOKOJIMPOBaHMs (M paspeuieHue, W SABHBIA 3amper). s oOmel ycTaHOBKH
MIPOTOKOJIMPOBAHMSI HEKOTOPOTO COOBITHS OUUINAETCS TOIBKO pa3pelieHne, Tak Kak sIBHBIN
3aIllpeT TaM HE CTaBUTCH.

3nech BTopast KOMaH/1a He POCTO OTMEHSIET ISHCTBHE MIEPBOIA, a €Ille U YCHUIIMBAET 3aIPeT.
Ecnu yOpats koncTpykiuio FOR mone3oBarens u3 00eMx KoMaH 1, TO BTopast OyeT IpoCTo
OTMEHSATH JICUCTBUE MEPBOIA:

ENABLE cobweiTme FOR noJabp30BaTEIb;

DISABLE cobrTMe FOR nojgb30BaTesb;

3nech BTOpasi KOMaH/1a IPOCTO OTMEHSIET IEUCTBUE MEPBOMA:
ENABLE cobweiTme FOR noJabp30BaTENIb;

CLEAR cobrTHue FOR moJyib30BaTEJIb;

3nech BTOpasi KOMaH/1a TOXe MPOCTO OTMEHSET JEHCTBUE MEPBOM:

DISABLE cobrTHMe FOR noJsb30BaTE]Ib;
CLEAR cobrTue FOR noJsb30BaTE]Ib;

3) Onmus <yMa CoOBBITUS>
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Nms  coObITHs, Uisi KOTOPOTO YCTaHaBIMBAaeTCs MpOTOKonupoBaHue. CIHCOK
MOJACPKUBAEMbBIX COOBITHIA TpuBeaeH B Tabmuuax §, 9, 10, 11 u 12. Ecnu uMs coObITUs
SIBHO HE 33/1aHO, YCTAHABJIMBAETCS MTPOTOKOIUPOBAHUE JIJISl BCEX BO3ZMOXKHBIX COOBITUH.

[Ipumepsl.

audit enable create table;
audit disable create view;

4) Onuust <OBBEKT NIPOTOKOJIUPOBAHMSI>

st cobbiTHii rpymmel "RESOURCE EVENTS" (kpome EXECUTE TRIGGERUEXECUTE
PROCEDURE) B city4dae, eciH JAJisl HUX yKka3aH Moaudukatop "ON <OBJECT>" BbiaaéTcs
KoJ 3aBepiieHus 2499 (Bo3MOXHOCTE eume He peajiM30BaHa).

Hepeanmn3zoBanHbie KOMaHIbl YCTAHOBKH ayauTa Ui coObITHi: "CREATE DEVICE",
"ALTER DEVICE","DROP DEVICE","CREATE STATION","ALTER STATION",
"DROP STATION", "TRUNCATE TABLE". IIpu HONBITKE BBITOJHEHUS KOMAaHIbI
AUDIT pui4 BellIeyKa3aHHBIX COOBITHI Oy/1eT BbIIAH KoJ 3aBepieHus 99 (Onepauns He
peanus3oBaHa).

5) Omnmust <¥Ms [IOJIB30BaTEJIa>

Wms monp30BaTernsi, YbH JSHCTBUS JOIKHBI IPOTOKOIUPOBATHCS. Eciu yka3zaH KOHKpETHBIN
MOJIb30BaTeNb, TO COOBITHE BO3HHUKAET MPU YCIOBHH, YTO TEKYIIMH MOJIb30BaTelb
COBMAJIaeT ¢ <MMeHeM MnoJib30BaTess>. Ecnu <uMsa nosbszoBaTesis> He 3aJaHo,
MIPOTOKONIUPOBATHCS OymyT NEHCTBUS BceX moib3oBareneit b/

6) Onmus <ypoBeHb MNPOTOKOJMPOBAHUS>

BY SESSION

CobbiTHe mpoTokonupyetcst onuH pa3 ans onHoro noakiatoueHuss (CONNECTION). [Tpu
3TOM ypoBeHb nporokoiaupoBanust BY SESSION cpabarbiBaeT TONIBKO 1Sl yCTAaHOBKH TSI
KOHKPETHOTO TOJIb30BaTEIs.

Ecmu ypoenr BY SESSION 3aman mis 1m1o0anbHON YCTaHOBKH, YCTAaHOBKH JIIS
KOHKpeTHOro oobvekta b/ nin nmokaibHON yCTaHOBKH, OH UTHOPUPYETCS.

IIpumepsl.

AUDIT ENABLE BY SESSION; (urHopmupyeTcCcsd)
AUDIT ENABLE FOR SYS BY SESSION; (cpabaTeBaeT)

BY STATEMENT

CoOpITHE TIPOTOKONMHMPYETCS OAWH pa3 miusi Kaxaod SQL-omepanuu (pexuMm 1o
YMOJIYaHHIO).

BY ACCESS

CoOrbiTHe MIPOTOKOJIUPYCTCA AJIA KaXKXKI0T0 O6paH_ICHI/I51 K JaHHBIM.

7) Onius <ycJjioBMe NPOTOKOJMPOBAHUS>,

WHEN NOT SUCCESS

CoObITHE IPOTOKOIIMPYETCS TOIBKO MPU HEYITAUHOM 3aBEPIICHUHU (PEKUM 110 YMOITIAHHUIO).

42
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WHEN SUCCESS

CoObITHE TPOTOKOIUPYETCS TOIBKO B CIIydae yCIEIIHOTO 3aBEPIICHHUS.
ALWAYS

Co0bITHE TPOTOKOIUPYETCS B CITydae YCIENTHOTO U HEYCIEITHOTO 3aBEPIICHHUS.
8) Onuus <mapaMeTps ITPOTOKOJIMPOBAHMI>
SET

YcTaHaBIMBAET YKa3aHHBIA <I1apaMeTp INPOTOKOJIMPOBAHMI>:

« RECORDS — MakCHUMaJbHOE KOJMYECTBO 3amuceid B Tabmuie ayaurta. Ilpu
MCUEpIIaHNH CBOOOIHBIX 3alMCell HOBBIC 3alMCH Pa3MELAloTCs Ha MECTE CaMbIX
CTapbIX 3aIlUCEH;

* DAYS — yKa3bIBaeT KOJIMYECTBO MPEIUIECTBYIONIUX TEKYIIEH 1aTe JHEH, B TEUECHUE
KOTOPBIX HEOOXOAMMO XPAaHUThH 3alIUCU NMPOTOKOJIUPOBAHUS. 3ape3epBUPOBAHO IS
JAJIbHEUIIETO UCIIOJIb30BAHN.

CANCEL
OTMeHseT paHee YCTAaHOBJIEHHBIE <[TapaMeTPH IPOTOKOJIMPOBAHMS>.

Koncrpyknust AUDIT CANCEL RECORDS LIMIT 3ampeuieHa.

9) CoObITusl TPOTOKOIUPYIOTCS B Tabmuipl Buga SSSAUDIT N. rae N - LEJI0€ YHCO.
CunonuM $$SSAUDIT yKasblBaeT Ha HAIONHIAEMYIO B JaHHBIA MOMEHT TabIMIly BUjaa S
$SAUDIT N. Jlns kaxaod Tabmuisl ycranoBiaeH JuMuT 1000000. [Ipu npeBbiieHnn
JUMUTA, 3aE[aHH0r0 koMaggou AUDIT SET RECORDS LIMIT < HOBOE BHadeHUE
>, TIPOUCXOJIUT CO3/IaHME HOBOMW TaOIMIEl, a "crapas' TaONMHMIBI CUMTACTCS apXUBHOU
kormedd. Ecimu AUDIT SET RECORDS LIMIT AenaeT JIMMUT 3alUCei TaOIHIBI ayIuTa
MEHBIIIUM, YeM YK€ €CTh 3alicell B 9TON TaOIuIle, TO TAOIHIIa C HOBBIM JJMMUTOM JIOJDKHA
CO3/1aThCsl B CJEAYIOLIEM KBAaHTE PaOOTHI.

10) Inss  oumctku 0Oa3bl JAaHHBIX OT HAKOIUIGHHBIX AapXWBHBIX KONWW JKypHaa
npeaycMoTpeHa npouenypa clear old audit, TEKCT KOTOpOW HaxomuTcs B Qaiiie
audit full info.sqgl karamora cucTeMHBIX cioBapei. IIponenypa BeI3bIBacTCA C
OJTHUM apTryMEHTOM - YHCJIOM IOCJEeIHUX TaOnuil aynuTta, KOTopoe OyleT OCTaBJICHO B
0aze. [Ipu 3amycke nporenypsl 63 apryMeHToB Oyzaet octasieHo 10 Tabmui. Ecnu 3agan
aprymeHT MeHsblie 10, To oH 3amensiercs Ha 1 0. [Iponenypa Bo3Bpamiaetr TRUE, eciiu Bce
3aMpoChkl 3aBEPIIMIIUCH 0€3 OIMmMO0K, nHade FALSE.

11) Hpouenypa SET AUDIT LAST yCTaHaBIMBaeT B Kauy€CTBE MCTOYHMKA MAHHBIX MJIsS
npeacrasieHuss AUDIT EVENTS TeKyllylo TaOnuily, IPHBA3aHHYIO K CHHOHHMY $$
$SAUDIT. Bei3biBaercs 0e3 apryMmeHToB. Bo3Bpaiaer TRUE NpH YCHEIIHOM BbITOJIHEHUH
BCEX 3alpocoB, FALSE B cily4ae OUIMOOK.

12) ITpouenypa SET AUDIT ALL ycCTaHaBIMBAeT B Kaue€CTBE MCTOUYHUKA JAHHBIX JUIS
npenacrapieHuss AUDIT EVENTS obGbenuHenre mo UNION ALL Bcex TaOIuIl ayauTa,
KOTOpBIE €CTh B Ga3e (MM HECKOJIBKUX MOCIEIHUX, €CITU 3a]aH apTyMEHT - KOJIMYECTBO
Tabmuir). Bei3piBaeTcs 6€3 apryMeHTOB WM C OJHUM YHCIOBBIM aprymMeHToM. Bo3Bpaimaer
TRUE @IpH yCIEIIHOM BBINOJIHEHUH BCEX 3anpocoB, FALSE B ciydae ommnoOok. Ecin
IIPOM30IILIA 3aMEHA TaOJIUIBl ayAUTa, TO 3Ty IPOLEAYPY CIEAYET BbI3BaTh 3aHOBO MEPE]
oOpaleHueM K npejcrasiennio AUDIT EVENTS.

13) dns nomydenust ”HGOPMALMH U3 KypHaJa PETUCTPALIUN COOBITHI BMECTO MPECTABICHUS
AUDIT _EVENTS cnenyer Bbi3biBath (pyHkuuio get audit events(). lannasa ¢yHkius
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apisiercs ooepTroit i npencrasienuss AUDIT EVENTS u aBromarndecku BBINOIHSAET
ero nepecrpoenue npu poraruu tadmui $$$AUDIT.

[Tpumep.

select event number, eventid, status from get audit events();

npOTOKOﬂMpOBaHMe nonb30BaTeJsiIbCKOro COOﬁLI.I,GHVISI
Cneuudmnkaumsa
AUDIT MESSAGE <TexcT coobmeHms>;

Komana co3gaer B Ta0Onuiie ayayTa HOBYIO 3aIlUCh C TUIIOM «I10JIb30BaTEIbCKOE COOOIIIEHNE)
U <TekCcToM coobueHMra> B 1ojie USERTEXT.

[Ipu BBI3OBE CKpHUNTa 3aBEpUICHUS PAOOTHI stop linter.sh B mepBOM mapameTpe
MOXHO 33/1aTh COOOIIEHUE, KOTOPOE IIPU BKIIIOYEHHOM CHCTEME MIPOTOKOIMPOBAHUS 100aBUT
yKa3aHHOE COOOILEHUE B KypHAI:

sh stop linter.sh "scheduled maintenance"
B xypnan Oynet nobaBieHa 3anuch:
shutdown - scheduled maintenance - by SYSTEM
Havatb KOMMEHTNPOBaHNEe NPOTOKOJIINPYEMbIX CcoObITUN
Cneuudmnkaums
AUDIT SET MESSAGE <xommeHTapmii>;

Jlns Bcex COOBITHIA, IIPOTOKOJIMPYEMEBIX [0 COEAUHEHUIO, B KOTOPOM ITOJIaHa 3Ta KOMaH/Ia, B
nojie USERTEXT TaOIUIIBI ayauTa Ha4YMHaeT 00aBIATHECA TEKCT <KOMMEHTapmsa>.

Komanna noctynna Bcem nonb3oBaressam b1
Mpumep
audit set message 'lpuioxeHue "Cxiyan"';
OTMEeHNTb KOMMEHTUPOBaHNE NMPOTOKONMUPYEMbIX COObLITUMN
Cneuundumkaums
AUDIT CANCEL MESSAGE;

Jiis Bcex COOBITHIH, NTPOTOKOJIMPYEMBIX II0 COEAMHEHHIO, B KOTOPOM TIOflaHa 3Ta
KOMaH/a, oTMeHsieTcsi nobapneHue B nojie USERTEXT TaOnuibl aynuTa paHee 3aJlaHHOTO
<KOMMEHTapmsg>.

Komanna noctynna Bcem nosb3oBarensm bJI.

lNMpoTtokonupyemsbie coobITUA

CucremMHble coObITUA

CucteMHbIe COOBITHS MPEICTABICHBI B TAOIUIIE 8.
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Taomuna 8. CucreMHbIE COOBITHS

ID Nms coObITHS IlosicHeHue
coObITHS

3 STARTUP Crapr sapa CYB/]
4 SHUTDOWN Ocranos siipa CYB/]
5 WARM RESTART Temnerit pecrapt siapa CYBJ]
6 LINTER ERROR Perucrtpanus quarnoctuku CYB/[ JIMHTEP
7 AUDIT START AKTHUBAIUS CUCTEMBI ayJIuTa
8 AUDIT STOP JleakTrBanus CUCTEMBI ayIuTa

78  |SET DATABASE NAMES

VYeranoBka kogupoBku b/ 1i1st cucTeMHBIX
TabIuUIL

79  |SET RECORD SIZE LIMIT

OI‘paHI/I‘-ICHI/IC pa3Mepa 3anmcu

80 |SET NAMES

YcraHoBka KOAUPOBKU COCAUHCHUS I10
YMOJIYaHHIO

85 SET DATABASE CHARSET

VYceranoBka kogupoBku b/ most
MOJIb30BATEIbCKUX TAOJHI] IO YMOTYAHHUIO

CobbITusA, cBsi3aHHbIe ¢ B[]

CoOsbiTHs, csi3anHbIe ¢ B/], mpeacraBneHsr B Tadbmuie 9.

Tabmuma 9. CoObiTus, cBs3aHHbIC C BJ]

ID coObITHSI HNwms coObITHS IMosicnenue
9 CREATE TABLE Cosnanue TaOInIb
10 CREATE VIEW Co3znanue npeacTaBIeHHs
52 CREATE SYNONYM Coznanue cuiHOHMMA
11 CREATE PROCEDURE Coznanue npouenypsl
16 DROP TABLE Vnanenue TaOInLbL
17 DROP VIEW VYnaneHune npencTaBIeHUs
18 DROP SYNONYM VYnanenue CHHOHMMA
19 DROP PROCEDURE VYnaneHue npouenypsl
20 DROP TRIGGER Vnanenue Tpurrepa
59 CREATE STATION Co3znanue cTaHIuA
60 ALTER STATION N3menenue crannuu
61 DROP STATION VYnaneHue cTaHIIMU
62 CREATE DEVICE Co3nanue ycTpoiicTBa
63 ALTER DEVICE W3menenue ycrpoicraa
64 DROP DEVICE VYnanenue ycTponcraa
65 ALTER | REBUILD PROCEDURE  |M3meHeHue nporenypsl
66 CREATE TRIGGER Co3pnanue Tpurrepa
68 GRANT TABLE Hasuauenue npas gocryna K Tabnuue/
XpaHUMOI1 npouenype
70 EXECUTE PROCEDURE Beinonuenue npouenypsl
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ID coObITHS Hmsa codobITuA Ilosicnenne
71 EXECUTE TRIGGER Beinonuenue rpurrepa
72 CREATE SEQUENCE Co3manue Noclea0oBaTeIbHOCTH
73 DROP SEQUENCE VYnaneHue nociaeqoBaTeILHOCTU
74 CREATE CHARACTER SET Co3znanue KOTUPOBKU
75 DROP CHARACTER SET VYnaneHue KOIUPOBKH
76 CREATE TRANSLATION Co3pnanue npaBuia TPAHCISAUNA
77 DROP TRANSLATION Vnanenue npaBuia TpaHCISAIUNA
81 CREATE ALIAS Co3nanue anuaca
82 DROP ALIAS Vnanenue anuaca
86 TRUNCATE TABLE Yceuenue Ta0IULbI
87 ALTER SEQUENCE Monudukarus mocien0BaTeIbHOCTH

Cob6bITUA, CBA3aHHbIe C NOACUCTEMOM AOCTyna

CoObITHS, CBSI3aHHBIE C MIOACUCTEMOM TOCTyMa, MpeAcTaBiIeHbI B Ta0muie 10.

Tabmuma 10. CoObITHSA, CBI3aHHBIC C MTOJACUCTEMON JOCTYIIA

ID co0biTHS HNms coObITHS IHosicHenne
21 CREATE USER Co3nague noJjab30BaTes
22 DROP USER VYnaneHue nojab30BaTes
23 ALTER USER N3menenne npuBUIETHNA M10JIb30BATEIIS
24 ALTER PASSWORD N3menenune naposs nojab30Baress
25 CREATE ROLE Co3spnanue ponu
26 DROP ROLE VYnanenue ponu
31 GRANT ROLE Hasnauenue ponu
32 REVOKE ROLE OtmeHa Ha3HaYEeHHOH posn
27 CREATE GROUP Co3nanue rpymnmsl
28 ALTER GROUP N3menenue rpynmnsl
29 CREATE LEVEL Coznanue ypoBHs
30 ALTER LEVEL N3menenue ypoBHs
33 GRANT ACCESS Pa3pemenne nocrymna K rpyiire
34 REVOKE ACCESS OtmeHa ocTyna K rpyrnre

CoObITusA, cBAA3aHHbIe C Tabnuuamm

CoObITHSI, CBSI3aHHBIE C KOHKPETHBIMU Ta0JIWIIaMH, TIPEICTABICHBI B Ta0mie 11.

Tabmauma 11. CoObITHS, CBA3aHHbBIE C TAOIHUIIAMHA

ID coObITHS

HNms coObITHA

Ilosicuenue

13

INSERT

JloGaBneHre CTPOKHU B TAOJIUITY

14

UPDATE

W3meHeHne CTpoKH TabIUIIbI
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ID coObiTHS HNmsi coObITHS Ilosicnenne

12 SELECT Bri6opka cTpok U3 TabIuIbI

15 DELETE VYnaneHue CTpOK TaOIUIIbI

35 INSERT IN PROCEDURE I[06aBneIEI/Ie CTPOKH B VTa6Jmuy
XPaHUMOM MPOIIEAY PO

37 UPDATE IN PROCEDURE N3meHeHne cTpoku TaOIuITbI
XPaHUMOM IPOLETYPOU

38 SELECT IN PROCEDURE Bri6opka CTPOK TaOIUIIBI XPAHUMOU
npoLexypon

36 DELETE IN PROCEDURE VYnanenue CTPOK TaOJIHIIBl XPAaHUMOU
npoueaypoi

40 UPDATE IN REFERENCES H3menenune cTpoku B TaOIUIIE IPU
KaCKaJJTHOM HU3MEHCHUHU

39 DELETE IN REFERENCES VYnanenue cTpok U3 TaOIUIBI IPU
KaCKa/IHOM yJIaJICHUH

42 DROP INDEX Vhanenue nHaeKca TaOIUIbI

41 CREATE INDEX Co3nanne uHaeKca TaOIHIbL

44 REBUILD TABLE Boccranosnenue Ta0mInIbl

43 PRESS TABLE Coxarue TaOnuIbI

45 ALTER FILE N3menenue ¢aiina Tabmuisl

48 LOCK TABLE broxupoBka TaGIHIIBI

49 UNLOCK TABLE CusiTre 6JJOKUPOBKH C TAOIUIIBI

46 GRANT TABLE [lepenaua npuBuiIeruii Ha TabIUILy

47 REVOKE TABLE OTMeHa NpuBWIIETHIA Ha TaOIUILy

56 ADD COLUMN JloGaBnenue crondua

57 ALTER TABLE N3menenune CTpyKTyphl TaOIHIIBI

88 MERGE BcraBka/n3MeHeHne JaHHBIX TAOIUIIBI

COGbITVIFI, CBA3aHHbIE€ C nonb3oBaTeJsIAMU

CoObITHSI, CBSI3aHHBIE C MOJIL30BATEISIMU, TIPECTABICHBI B TabIMIE 12.

Ta6nuna 12. CoObITHSA, CBA3aHHEIE C MOJIb30BATEIIMHU

ID coObITHS

HNmsa coObITHSA

IMosicuenue

50 COMMIT ®dukcalnys TpaH3aKIuu

51 ROLLBACK OTKaT TpaH3aKUHU

1 CONNECT [Tonxnrouenne nonb3oBaresns K bJ[

2 DISCONNECT OtcoeauHeHHE 0Ib30BaTes oT bJ]

54 OPEN CURSOR OTKpBITHE TOIYMHEHHOTO KaHasla

55 CLOSE CURSOR 3akpbITHE MOAYMHEHHOTO Kypcopa

53 USER MESSAGE Co31aHKe MOJIH30BATEILCKOIO COOOIICHUS

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025

47



MOHI/ITOPI/IHF KOMIIJIEKCA CPEACTB 3aIIUTHI JAHHBIX

B Hpumeuanne 1
Cnenytomue cOOBITHS NPOTOKOJIUPYIOTCS U B CIIydae YCIEHIHOTO M B CIIydae HEyCIEIIHOTO
BBITIOJTHEHMSI (€CIIM pa3pelIeHo MPOTOKOIMPOBAHUE STUX COOBITHM):

e AUDIT START;

e AUDIT STOP;

e AUDIT MESSAGE <TexkcT CcooOmeHmus>;

e SET DATABASE NAMES <uMAa KOOMPOBKM>;

* ALTER DATABASE SET RECORD SIZE LIMIT <pgnmHa>;

e SET DATABASE DEFAULT CHARACTER SET <uMa KOIOUPOBKU>;

DTO 03HAYAET, YTO €CJIU, HAIPUMED, BBICTABJIEH PEKUM:
AUDIT ENABLE SET DATABASE NAMES WHEN SUCCESS;
MIPOTOKOIMPOBAThHCS OyAyT U yCHEIIHbIe, U HeycHelHble coobiTust SET DATABASE NAMES.

B Ipumeuanne 2
Y1005l IMPOTOKOJIHUPOBATH BXO/ IMOJIB30BATCIIA B CUCTCEMY H606XOI[I/IMO HCIIOJIb30BAaTh OAHY H3
KOMaH:.
« AUDIT ENABLE CONNECT [WHEN SUCCESS | WHEN NOT SUCCESS];
« AUDIT ENABLE ACCESS DENIED [WHEN SUCCESS | WHEN NOT SUCCESS];
Z[aHHBIe KOMaHIbI HE 3aBUCAT APYT OT Apyra.
ITpumep.

AUDIT ENABLE CONNECT;

AUDIT DISABLE ACCESS DENIED;
B pesynbrare paboThl JAHHOM MOCIIEN0BATEABHOCTH KOMaH | Oy/IET BHICTABIICH PEXKHM:
AUDIT ENABLE CONNECT;

Co6ritne «ACCESS DENIED» o3HauaeT HeyCHenHoe MoAKIoYeHHe mosib3oBarens Kk b/, T.e.
MOJIKJIFOYEHHUE C KOIOM OIIHUOKH.

B Hpumeuanue 3

1. AUDIT ENABLE;
BiurodaeT nporokoiuposanrne BCEX HEYCIIEIIHBIX coObrTuii.
AUDIT DISABLE;
3anpeniaeT npotokonupoBanne BCEX coOpITHi.
Komannpr:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <mmMa coOelTma> WHEN SUCCESS;
BKJIIOYAIOT MPOTOKOJIMPOBAHUE U YCIICUTHBIX, U HEYCIEIIHBIX COOBITHIA.
[Tpumep.
username SYSTEM/MANAGERS
AUDIT START;
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE CREATE TABLE WHEN SUCCESS;

! perucTpupyeTcsd
CREATE TABLE T1( I INT);
! peructpupyetrca - ommbra 1503
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CREATE TABLE T1( I INT);
AUDIT STOP;

2. JIns BKJIIOUEHUS MPOTOKOJIHPOBAHHS HEYCHEIIHBIX COOBITUH HEOOXOAMMO BBIMOJIHUTH
KOMaH/IbI:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <uMsa COOBITUSA>;
1581041
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmma cobeitmdga> WHEN NOT SUCCESS;

B Hpumeuanne 4
YcraHoBKH Uil KOHKpeTHOro o0bekra bJ] u ynokanbHble ycTanoBku cpabatsiBator TOJIBKO

maa cooprtuii Thna "TABLE EVENT", u cobsrtnit EXECUTE TRIGGER u EXECUTE
PROCEDURE.

s Bcex cobwituii THna "RESOURCE EVENT", ecniu He 0oroBOopeHO OTAenbHO, Kiroun «ON
<upentudukarop>» u «FOR <ums nonb3oBarenss™» OyayT 1100 UTHOPUPOBATHCS U BKIIOUATh
MIPOTOKOJIMPOBAHUE BCEX COOBITUI TaHHOTO THIIA, THOO 00padaThIBAThCS CIETYIOIIUM 00pa3oM:

* KOMaHJIa
AUDIT ENABLE <mmsa cobwelTua> FOR <uma nojsibs3oBaTesigs> [BY {SESSION

| STATEMENT | ACCESS}] [WHEN NOT SUCCESS | WHEN SUCCESS];
BBIJIAET KO 3aBepIiieHus 99;

* KOMaHOA
AUDIT ENABLE <wumMmsa cobeiTuga> ON <ugmeHTUOUKATOP> [FOR <umsa
nojgb3oBaressa>] [BY {SESSION | STATEMENT | ACCESS}] [WHEN NOT
SUCCESS | WHEN SUCCESS];
BbIIAET Ko 3aBepiieHus 2050;

e 1 coObiTHA TRUNCATE TABLE M Ha ON <upmeHTuOMKATOP>, H HA FOR <umMms
MOJIL30BAaTEJISI> BbIIACT KOJI 3aBepiieHus 99;

* IS BCEX OCTANIBHBIX COOBITUN — UTHOPUPYETCS KoY «ON <mmeHTudmuxaTop>».
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MexaHu3M HaaeXXHOro BOCCTaHOBJIEHUA

Mexann3m HazaexxHoro BoccraHoBieHus obecreumBaercss CYBJ JIMHTEP. Ero ocHoBoi
SBJISICTCSl BEJICHUE CHUCTEMHOTO »JKypHalla, TII€ OTOOpa)kaloTCsi HW3MEHEHHS, KOTOPBIC
npousBozATcs ¢ b/l Bcemu €€ nmonbp30BaTessIMU.

HeﬁCTBHH, CBsA3aHHBIC C HU3MCHCHHAMHU B CHCTEMC 3alllUThl, TaKXC OTO6pa)KaIOTC$I B
CHUCTEMHOM JXKypHaJie (Co3aanue/yaajieHne HOBOTO MOJIb30BATEIIS/TPYIIIHI U T.11. ).

Ecim monp30BaTesns OMydYuT YBEAOMIICHHAE O TOM, YTO €r0 M3MEHEHHUS TiepeHeceHsl B bJI, To
c00if 000pYyAOBaHMS HE MOXKET MPUBECTH K HAPYIIEHUIO CHCTEMbI 3aIlIUTHI.

50

© AIMUHHMCTPHPOBaHUE KOMILTIeKca cpeAcTB 3ammThl faHHbIX. AO HIIII « PEJISKC», 1990-2025



Npeobpa3zoBaHue AaHHbIX

[IpeobpazoBanuto B b/l IMHTEP nmoanexar nanueie 1r000i TaOIHIIBI, COAEPIKAIINAECS B:

* (ailax 1aHHBIX;

* BLOB-¢aiinax.

Llenpro mpeoOpa3oBaHuUs SIBICTCS 3aTPyAHCHHWE JOCTynma K JaHHBIM bBJl cpenctBamw,
ormmaabiMUA 0T cpeactB CYB]] JIMHTEP, B moment, korma siapo CYB]] He paGoraer (He
3arpy»eHo).

[Tpu 3arpyxxenHoM sinpe CYBJl ¢aiinbl Tabmui MOHOIMOJIBHO OMOKUPYIOTCS U JIOCTYITHBI
tonbko aapy CYBJ JIMHTEP.

[IpeoOpa3oBanue JaHHBIX NpPEACTaBIeT co00M omepanuio «uckiaodaromee WIIM» ¢
KOHCTaHTOM IJId BCEX MAIIMHHBIX CJIOB, COACPKAIUXCA B JaHHBIX.

B ¢daitnax unaexcoB mpeoOpazoBaHue HE TPeOyeTCs, T.K. C)KaTue, KOTOPOMY TOJBEPTarOTCs
KITFOYH TaOJIHIIBI, HACTOIBKO CEPhE3HO, YTO MOXKET IMMOTPEOOBATH MECSIIHI YITOPHOTO TPY/Ia JUIS
MOJTyYEHUs peajbHOU nH(pOpMaIUK.

Kpome Toro, crpanuipl Beex ¢aiiaoB TabauIsl CHA0KEHBI IPOBEPOUHON MHGOpMaLIUEH, HE
MTO3BOJISIONIEH HE3aMETHO U3MEHUTH JaHHBIC.

[Taponu monb3oBaTenel, npexae yeM 3amuckiBathess B b/, moasepratoTcss HeoOpaTUMOMY
npeoOpa3zoBanuto. [Ipu stom ucnonb3yercs anroputm MAC (Message Authentification
Code).
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OuucTtka onepatTUBHON U BHELLHEN NaMATU

[Tepepacnpenenenre BHEMIHEW NaMATH BO3MOKHO B ABYX CITydasix:

1) npu ynanenun/ycedeHuu (ainoB TaOIUIbI U CUCTEMHBIX KYPHAJIOB;

2) npu 3aBepmennu pabotel CYB]] (ycekatorcs ee paboune (aitibi).

B o00oux ciywasx ocoOonuBlIeecs AMCKOBOE MPOCTPAHCTBO OUMUINAETCS C MOMOIIBIO
TPEXKpPATHOM 3alIUCH MACKUPYIOIIeH nH(pOpMaIuu.

[lepBriii pa3 ouncTKa BBIMOJIHAETCSA IMyTEM 3aucH ToJlbko 0-X OWUTOB, 3aTe€M uYepeOBaHUEM
0-x u 1-x GUTOB, B TpeTUil pa3 3aluCh OCYUIECTBIAETCA TOJAbKO 1-mu Outamu. T.x. daiiiasl
CUCTEMHOI'0 JKypHaja MOTYT MCIIOJIb30BAaThCS MOBTOPHO, TO HX OYUCTKA BBIMOJIHAETCS
yTeM 3alMcu HOBOM HMH(oOpMauuu noBepx paHee 3anucaHHoil. Mudopmauus B CYB/]
3aMMChIBAETCS CHayajla B CUCTEMHBIN xKypHau (17151 o0ecrieueHus: HaIe)KHOCTH), a TIOTOM YXKe
B (aitnibl Tabmuipbl. lyonupoBanue nHdopMaluu Heo0X0uMo 1Sl 00ecTedeH s HaIeKHOCTH
¢yukuuronupoBanuss CYBJl. Ilpu ymaneHun TtaOnuibl MpPOMCXOAMT IEpepacipeesieHre
BHEIIIHEW MaMsATH, 3aHUMaeMo# (aitlaMu TabIUIbl, OJHAKO TIEpepacrpeaesieHus] BHEITHEN
MaMsATH, 3aHMMAE€MON CHCTEMHBIM KYpHAJIOM, IpH 3TOM He mpoucxonut. I[lostomy
nH(poOpMaIUs B CUCTEMHOM KypHaJle cCOXpaHseTcsl U nociie ynajaeHus daiinos tadbmuuesl. Ee
OYMCTKAa IPOU30MIET MO3HEE, NMPHU MepepacpeeICeHn UM MEePEUCIIoNIb30BaHNUU MTaMATH
KypHasia. B mocieaHeM ciiydyae OuMCTKa OCYILIECTBIISIETCSI 3alIMChI0 HOBOM HH(pOpMaluu
IIOBEPX CTAPOM.

Bo Bpems pabotet CYBJl JIMHTEP otcnexxuBaeTt 3aHATOE €10 MECTO B OTIEPATUBHON MTAMSATH.

[Tpu 3aBepuienun csoeit paborsl CYBJl JIMHTEP oOnynser Bech 00beM oOmnepaTUBHOM
ITaMATH, KOTOPBIA OHA 3aHUMAJIA.

B npornecce 06paboTku nHbOpMAIIIS MOXKET IPOXOIUTD CIASAYIOIINE My TH:

1) ot mpuioxkeHus yepe3 Mexanu3Mbl MexipoueccuHoro oomena OC k CYB/;
2) ot ypanenHoro npuioxenus no certu uepe3 OC k CYB/;

3) ot CYB]] uepe3 OC k BHENIHEH MamMsITH.

B xaxnaom cimyuae OC MOXET HUCIOJIb30BaTh ONEPATUBHYIO MAaMSTh JUUISl BHIMOJIHEHUS 3TOU
¢yukuroHanbHocTU. CYB/] HE ouMIaeT onepaTuBHYIO MaMsITh, HCIOIb3YIOIIYIOCS AJIs ATHX
mejei — 3Ta 00A3aHHOCTh JOJDKHA Bosararbed Ha OC.

CYB/] Moxer OBITh HacTpO€HAa Ha HCIOIH30BAHWE MAaTEMaTHYECKOTO MPeoOpa3zoBaHUs
nH(popMaIuu, XpaHUMOM Ha TUCKE U MePeaBaeMOM 1O CETH. DTO MOXKET OBITh UCIIOJIB30BAHO
TSl 3aTPYIHEHUS TOCTyma K octarouHor nHdopmarmu O3V, kortponupyemoit OC.

OuncTka namMsATH (BHELIHEH U ONEepaTUBHON) BBINONHSIETCS, TOIbKO eciu B b/l mpucyrcrByer
XOTs Obl OTUH YPOBEHb CEKPETHOCTH.

B cocraB auctpubyTtuBa BXOOUT yTUiauTa erasefile Il OYUCTKM yKa3aHHOTO
¢daiina u ckpunt erasefile.sh [ BBINOJIHEHUS OYUCTKU U yHaleHUs QailioB u3
3aJJaHHOTO Karajora. ¥ TWInTa paboTaeT 1o alfOPUTMY 3alMCHU MACKUpYyIoLled HHopMaiuu,
ONMCAaHHOMY BBILIE.

52
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U3onauua moayneu

IIpu paccmorpenun mexanusmoB padorslt KC3 CYBJl JIMHTEP neobxonuMo OTAEIBHO
UccienoBaTh paboTy MeXaHHW3Ma MapajjielbHOM 00pabOoTKM 3alpocoB  pazIUYHbIX
nosib3oBarenel. KoHTpone Hax M30IMPOBAHHOCTBIO 3aIPOCOB OTAEIBHBIX ITOJIB30BAaTENIEH
npou3Boaut gucnerdep aocryna CYBJl JIMHTEP. On nomy4aer ynpasieHue:

* IpU yCTaHOBKE Joruueckux cpsseil (kananoB) ¢ CYB/] pasnuuHbIMU MOJIb30BaTENIMU U
IIPU UX pa3phIBE;

* IIpH [OJa4ye 3arpoca MoIb30BaTeleM;
* TIpY BbIJIa4€ OTBETA MOJH30BATEIIO;
* B IIpoIIeCCe MapaJIeIbHOM 00padOTKH 3ampoca;

* TIpU OKOHYAHHWH KBAaHTA TEKYIIETO 3arpoca.

B Moment ycrtanosneHus noruyeckoid cBs3u ¢ CYB/] u npu ycnoBuM BBINOJHEHUS BCEX
IpoLeaAyp IPOBEPKU JOCTyHa AUCIETYEp JAOCTyIa BbIAENAET oA 00pabdOTKy 3arlpocoB
OT JTaHHOTO IIOJIB30BATENs YIPABIIIOLIYK) CTPYKTYPY, PacHojlararollyrocs B aJpEeCHOM
npoctpanctee CYBJ] JIMHTEP. B cinyuae ecniu ¢ CYB/] ycTaHOBIEHO HECKOIBKO JIOTHIECKHUX
COCUHEHHUM, AN KaXJIO0ro M3 HUX OydeT BblIeJIeHa CBOsI COOCTBEHHAs YIpaBIISOLIAs
CTPYKTypa. YNpaBIAOIIAs CTPYKTypa KaHala TOJHOCTBIO OIMCHIBAET IOJIb30BATENS,
YCTAaHOBUBILIETO COEIMHEHUE, U COJACPKUT BCIO HHPOpPMALMIO O TEKYIIEM COCTOSHUU
BBIITOJIHEHHUS 3aIIPOCOB JAHHOTO TOJIb30BATENS.

CVYB/Jl JIMHTEP B nponecce 06pabOTKH 3apOCOB ONEPUPYET HE JAAHHBIMH MOJIb30BATEINS,
a TOJBKO YMpaBJsOIMEed wWHHOpPMALUEH, XapakTepu3ymromed wux. Irta uHopmarus
IpeJCTaBiIsieT cOO0H, B OCHOBHOM, MacCHUBBI CChUIOK Ha (hailiibl JaHHbIX. Bes ynpasnstomas
uH(poOpMaIUs XpaHUTCS B YIPABISAIONIEH CTPYKTYPE COOTBETCTBYIOIIETO KaHala.

[lpn mnapamienbHOM HCIOMHEHHH 3allpoCOB  JHCIETYEp MAOCTyNa IPOCTO BBIOMpPAET
OYEPEIHYIO CTPYKTYPY YIPABICHUSA KaHAJIOM B COOTBETCTBUM C HIPUOPUTETAMU UCIIOJIHEHUS
3ampocoB. JlanpHelmass pabora CYB/| JIMHTEP, Bmnote n0 nepenauu ynpaBieHUS
JUCIIETUEpy JAOCTYIA, BEAETCA B KOHTEKCTE apaMeTpOoB U HH(GOPMAIK TaHHOU CTPYKTYPHI.

Bcee monynu CYBJI JIMHTEP (xpome nucneruepa A0CTyIa) MOMIYy4aOT HA BXOAE U BbLAAIOT
Ha BBIXOJIE YIIPABIIAIOILYIO CTPYKTYPY, COOTBETCTBYIOILYIO KaHaITy, AJi1 KOTOPOTO 3TH MOJYIIH
OyAyT OCYIIECTBIISATH CBOM (PyHKLMHU. B mporecce BbIMOIHEHUS 3a1poca IUCIeTyep A0CTyIa
KOHTPOJIUPYET HEBO3MO)KHOCTh HCIIOJIb30BAaHUS WM MIOBPEXKIEHUS CTPYKTYP, OTHOCSALIUXCS K
Ipyrum kananam. Jlro6as mogoOHast MonbITKAa CYUTAETCS OLIMOOYHOM CUTYallMel, U MOIbITKa
noctyma k B/l cooTBeTcTBYIOIIIEr0 MOJIb30BaTeNst Oy/IeT 3aBEpIleHa ¢ OIITMOKOM, yKa3bIBAIOIIEH
Ha HapylIeHUe U30JISLUH.

IIpn KOppPEKTHOM 3aKpbITMM WM aBAPUMHOM pa3pblBE€ JIOTMYECKOM CBSI3H JUCIHETYED
JIOCTyINa MPOU3BOAUT HPOLELYpYy OCBOOOXKAEHUS KaHana. B 3ToM ciyuyae yHuuToxkaercs
BCS YINpaBisiomas MHGOpMALMs, KacaBIUAsCs JaHHOIO KaHajla, OCBOOOXJAIOTCS BCE
UCIONb30BaHHbIe KaHanoM pecypchl CYBJl, u yHHuUTOXaeTcs CTpPyKTypa YIpaBieHUS
KaHaJIOM.
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SQL-3anpocbkl aAna padoTbl C CUCTEMOU 3aLLUTDI
AaHHbIX

MmeHoBaHUue obobekToB Bl

Nwms oobexta B/] (<mms>) B CYB/] JIMHTEP cogepxut He 601ee 66 CHMBOIIOB.

OTUMHU CHUMBOJAMH MOTYT OBITh IUQPHI, JTaTUHCKHE OYKBBI, 3HAKH MOMYEpKUBAHUS () U
nosapa ($). imst 1ommKHO HaunHAThCs C OYKBBI.

[TonHOE MM TAOIULIBI BKIKOYAET TAKKE U UMS CXEMBI TAOIMUIBL: [<MMS CXeMbD>. | <muMs
TaOJIMLIBI>.

NMpepoctaBneHue npuBUNernmn

[IpenocTaBneHre MPUBWIETUU BBIMONHSIETCS omneparopoM GRANT, cxema KOTOpPOTO
IpuBe/IeHa Ha PUCYHKeE 1.

TpHELIeTHA ON Huz TO C_mmu;
TAOIHIE cyOBeKTOR
IpeaocTanaeune GRANT
MpHETErE
” Cnncox C .
Kareropug e IDENTIFIED BY ml;::;

SELECT

/ INSERT

DELETE CONNECT

!
i

_A_UPDATE /_A_RESOURCE
Kateropas
IpHERTETHA TlpneRIerna Mpusaierns o e \\\ — DEA

a”'
/
l

"
b,
N,
Y
Y

INDEX ~( BACKUP )

REFERENCES

ALL

Pucynok 1. Cxema oneparopa GRANT
OO6mume npaBuia:

* ALL paBHO3HAYHO CIIMCKY, BKJIOYAIOIIEMY BCE€ MPUBWIETUU JUIsL  TaOIMUIIBI
(SELECT+INSERT+DELETE+UPDATE+ALTER+INDEX+REFERENCES);

¢ €CJIM B KOMaHAC MPEAOCTaBJICHUA HpI/IBI/IJ'Iel"I/Iﬁ Ha YKa3aHHYIO Ta6n1/1uy BMECTO CIIMCKa
noJjip3oBarenieil ykazaHo PUBLIC, TO BCEM I0JIb30BaTeNsIM (CYLIECTBYIOLIUM U OyTyIIIM)
OyIyT MPEAOCTABICHBI YKA3aHHBIC TPUBUJICTHH,

» BTOpas opma oneparopa GRANT npenHa3HauYeHa Kak ISl CO3/IaHUsI HOBOTO TOJIb30BaTENs
C ONpENECICHUEM €ro KaTeropuu, Tak W I U3MEHEHUW KaTeropuu CyIIEeCTBYIOIIETO
MOJIB30BaTEA;
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMOI 3a1MTHI JAHHBIX

CIIMCKH CyOBEKTOB M HMX Mapojieil MOTryT pa3iuyaTbcs MO YMCITy 3JIeMeHTOB. llpu
3TOM CIIMCOK CyOBEKTOB JOJDKEH OBITh He Kopoue crnucka mnapoieil. CooTBeTcTBHE
«T10JIb30BATEIb-TIAPOIIb» MPOU3BOAUTCA ciieBa HampaBo. [loap3oBatenu, octaBimuecs 6e3
cooTBeTCcTBUs, nonydar «mycroi» mapoinb: GRANT CONNECT TO U; paBHO3HAa4HO
GRANT CONNECT TO U IDENTIFIED BY ";

CTpOKOBBIﬁ MapoJib MOKET COACPIKATL OO 18 CHMBOJIOB;

NpUBWIICTUU  MOTYT TCpPCAaBATbCA  TOJIBKO BJIaACIbLEM YKaBaHHOﬁ Ta6J'II/II_U>I/
MMPEACTAaBJICHHUA,

BBOJUTh HOBOIO IIOJIb30BaTeNsl (C ONpPEAETICHUEM €ro KaTeropuu) MOXKET TOJIbKO
anMuHucTparop (kareropust DBA).

OTmeHa npuBunerum

OTmeHa mpUBWIETMH BBINOIHIETCS onepatopoM REVOKE, cxema KOTOpOro IpHBEIEHA Ha
PHUCYHKE 2.

OTMeHA
MpHBHIETHH

I'Ipnnmm:t-( ON )—hl E’]m
TAOTHIR

REVOKE ( FROM )—b CHOHCOK CYOBEKTOR

Kareropua

Pucynok 2. Cxema oneparopa REVOKE

OOuue npaBuia:

CUHTAaKCHUYECKHE ITpaBuiIa Te ke, uTo U i oneparopa GRANT;
IPUBUIIETUN MOXKET OTMEHSTh TOJBKO BIlajiesel] TaOIuIIbl;

OTHATh (TIOHM3WTH) KATETOPUIO TIOJIB30BATENS MOXET TOJBKO aaMuHHCTpaTop b/l
(xareropust DBA);

IOpU 3TOM CUMTAETCs, YTO Kareropuss DBA BKIIOYaeT B ceOs NMPUBWIETMU KaTErOpUU
RESOURCE u kareropusi RESOURCE BKJIIO4aeT B ce0st NpuBUiIeruu kareropud CONNECT,
T.€. Kateropuu ymnopsigoueHsl. Korga orHumaercss kakas-au0o0 KaTeropus, 3TO O3Hayaer
CHIDKCHHC KaTerOpHHy Ha OJIMH YPOBCHbD.

Hcxonnast npuBUiIerus OTmensiemast Pe3yabTHpyomas npuBujierus
NpUBHUJIETUs

DBA DBA RESOURCE

DBA RESOURCE CONNECT

DBA CONNECT 3anpeT NoAKIrYeHus K b/
RESOURCE RESOURCE CONNECT

RESOURCE CONNECT 3anpeT noAktodeHust K bJJ
CONNECT CONNECT 3anpeT NOAKIIOYeHUs K B[

CospaHuel/ypaneHue nonb3oBaTtens

CxeMbl co3IaHus/yaalieHus TI0Ih30BATENs MPEJICTABIICHBI HA PUCYHKAX 3, 4.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

Iapoas
0
:’/ SYSTEM |
. . A
s T
IDENTIFIED BY \ PROTOCOL Y,
pS J :
( LDAP h
c > : AN J
owamie | (orate USER Ja| M || Ampubym mmL ) Mera _ :
CYDBEKTA b iy CyOBEKTA cyOBeKTA " ., Ty e b ~
AN /!

P ~,
{ GROUP T A
\_ Y, L

Pucynok 3. Cxema co3aHus noib30BaTest

Vaanemme | " noop ysER |  BME |, Pexam
cyObexTa J cyOBeKTa yAaneHns

Pucynok 4. Cxema ynaneHus I0Ib30BaTeNs

OO6mume npaBuia:

* IS CO3/IaHusl/yaalleHus 0Jb30BaTessl HEOOXOIMMO UMETh YPOBEHb NpaB DBA;

* [0 YMOJYAHHIO IOJB30BATENIb CO3JAacTCs Oe3 mapoiisi. YPOBHEM IpaB €My Ha3HauaeTCs
CONNECT;

 pexuMm ynaneHus CASCADE HUCIIONb3yeTCs A7 yAaJeHHs OIb30BaTes, BCEX €ro 00beKTOB
1 BcexX uMmeromuxcs B b1 CChUIOK Ha €ro 0ObEKThI;

* 3anpeleHo He KACKaHOE YIAJICHUE TI0JIb30BaTEJIsl, SIBJISIOIETOCS BIaIe/IblIeM KaKuX-1TH00
o0wvekToB B/I;

¢ BMCCTC C IIOJIb30BATCJICM YAAJIAIOTCA BCC €ro MPUBUIICTHUU U HA3HAYCHU ponei/'l.

U3meHeHune naponsA nonb3oBaTtens

CxeMa U3MeHEHUS MapoJIAa IMOJb30BaTCId ITPUBEACHA HAa PHUCYHKEC i

Hapoas

PROTOCOL

Hma

|—. cvhneKTa —|
Hamenenne ALTER USER 1+ N
MapoiA [ }

IDENTIFIED BY

Pucynok 5. Cxema u3mMeHeHus apoJis Mojab30BaTelst
OO6mwme nmpaBuia:

* M3MEHUTH MMAPOJb MOTYT aAMHUHHUCTpaTop (MMeroumii nmpaBa DBA) u nonb3oBarens (cam
cebe);

* ©CITM UM TIOJIB30BaTelIs HE 3a7aHO, TO TOAPa3yMeBAaeTCs IMOJIb30BaTENb, MOJABIIUN 3Ty
KOMaHJy.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMOI 3a1MTHI JAHHBIX

B Hpumeuanne
AIIMUHUCTpaToOp HE MOXKET HE3aMETHO BBINOJHUTH HM3MEHEHHE IMapois, T.K. HE HMeEeT
BO3MOXKHOCTH BEpHYTb OOpaTHO CTapblil mapoib. Eciu oH (agMUHUCTpATOP) U3MEHUT Napoiib
MOJIb30BATENs U MOTYYUT JOCTYH K KOH(UAESHIIMATbHON NH(OPMALIUK ¢ IMEHEM HOJIb30BaTENs
U ero HOBBIM IApoJeM, 3TO HE OCTaHeTCs He3aMeueHHBIM. Ilonb3oBarens He OyneT 3HATh
M3MEHEHHOTO MapoJIst (CTapblil BOCCTAHOBUTH aIMUHUCTPATOP HE CMOXKET), HE CMOXKET MOJyIUTh
noctyn k b/ u 3a0bet TpeBory.

CospaHue/yaaneHuve ponu

CxeMpbl co3laHus/yaaleHus! poJid IPUBEICHBI HA PUCYHKE 0.

Co3ganne
poIH

e

\

~
—» CREATE ROLEJ/"—P Hums pomn

VYiaaneHHe
poaH

p

-

~

= DROP ROLE’/'—P HmMs pomn

Pucynok 6. CxeMbl co3nanust/ynajaeHus poiu

OOuue npaBuia:

* JUISL CO3/1aHUsI POJIM HEOOXOIMMO UMETh YpOBEHb IpaB RESOURCE;

* YAAJIUTH POJIb MOXKET TOJIBKO €€ CO34aTCJIb,

¢ BMCCTC C POJIbIO YAAIAKOTCA 3allMCH 000 BceX Ha3HAUCHHBIX Ci NPUBUIICTUAX U 000 Bcex ee

HA3HAYCHUAX MOJIB30BATCIAM U JPYTUM POJISM.

Ha3HayeHune/oTMeHa Ha3Ha4YeHus ponu

CxeMbl Ha3HAYCHUS/OTMEHbI HAa3HAYCHHUS POJin IIPUBCACHBI HA PUCYHKC 7.

COHCOK CYyOBeKTOB

HazHaqeHHe
o -(GRANT ROLE)—D Hng pomn _>< TO }.
teHa -DQQEVDKE ROLE)—. Hma poan
poan

—< FROM )# CroHcoK CyOBeKTOB

PI/ICYHOK 7. CxeMbl Ha3HAYEHNI/OTMEHBI Ha3HAYEHUS poiin

OO01ue npaBuna:

¢ Ha3Ha4YUTH POJIb (OTMeHI/ITB Ha3HaA4YCHUC pOJ'II/I) MOXKET TOJIBKO €€ BJIaACIICI.

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025

57



NMpunoxexHue

CuHTakcuc KOMaHA4 Ansd pa6OTbI C KOMIJ1EKCOM CpeacTB
3allnTbl AaHHbIX

YpoBeHb AocTtyna

Cosnague:

CREATE LEVEL <uMsa ypoBHA> = <HOMEP YpPOBHI>;

N3meHenne uMeHn ypoBHS:

ALTER LEVEL <uvma yposusa> SET <uoBoe mMa ypoBHS>;

Mpynnbl gocTtyna

Cosnanue:

CREATE GROUP <umMa rpynne>[=<umcjioBOM MOEHTUOUKATOP I'PYIINL>];

W3MeHeHne MMEHH TPYTIIIbL:

ALTER GROUP <ums rpynmner> SET <HoBOe ums Tpymmer>;

YpoBHU JOBEpUS MEXKY TPyIIIaMHU:

GRANT ACCESS ON <rpynna-noseputresns> TO {<rpynna-nosyuaresns> | ALL};
REVOKE ACCESS ON <rpynna-noseputesns> FROM {<rpynna-nonyuaresns> | ALL};

Moaudukauusa nonb3oBaTtens

Co3znanue nosip3oBaresis ¢ kareropueit CONNECT 1o yMOJTYaHHUIO:

CREATE USER <umsa nonbzoaTesna> IDENTIFIED BY <naposnb>;

Hasnauenue nmosib30Baresnto KaTeropuu JOCTyIa:

GRANT <xareropus> TO <uma nomsbz3oBaTesnsa> [IDENTIFIED BY <naposns>];
VYnaneHue mnoyib30BaTeis:

DROP USER <uma nomsbzosatens> [CASCADE];

N3meHenune kaTeropuu moiab30BaTes:

GRANT <xareropusa> TO <uma nossz3oBaTesns> [IDENTIFIED BY <naposnbs>];
N3menenue napossi mojab30BaTeNs:

ALTER USER <vmva nomnbzosaTesna> [IDENTIFIED BY <zoswir naposis>];

Hasnauenue rpynmsl 10CTyIa MOJb30BaTEINO:
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CREATE USER <uma  noaszoarensa> IDENTIFIED BY <napons> GROUP <wums

TPy,

ALTER USER <ymva nosnbzoBaTena> GROUP <ums rpynmner>;
HasnaueHnue ypoBHS 10CTyIa MOJIb30BATENIO:

CREATE USER <ums nosnbszosarens> IDENTIFIED BY <naposns>
LEVEL(<RAL>,<WAL>);

ALTER USER <ums nosbzosBarens> LEVEL(<KRAL>,<WAL>);
HasnaueHnue npuBHIIErHii MOJIb30BaTENIO:

GRANT <npususnerus> ON <umsa obwvekTa> TO <umsa nosb30BaTEIIA>;

REVOKE <npusunerusa> ON <umsa ob6wexkTa> FROM <umsa nomb3oBaTess>;

Ponu

Cosnanue:

CREATE ROLE <uma posn>;

Vnanenue:

DROP ROLE <ums posm>;

Hasnauenne/oTMeHa MpUBUIIETHN HA OOBEKT:

GRANT <npususnerus> ON <ums obwexTa> TO <ums posm>;
REVOKE <npusunerus> ON <umsa obvexrTa> FROM <umsa posm>;
Haznauenue/oTMeHa poiy MoJb30BaTeNIo:

GRANT ROLE <umsa ponu> TO <umsa nosb3oBaTEsS>;

REVOKE ROLE <umsa pos> FROM <uMma nosb30BaTena>;

YpoBHU pgocTyna

OmnpeneneHue ypoBHS A0CTyna i TaOIHLL:

CREATE TABLE [<uMs cxemer>.|<uMsa TaOJIMLBD>

(<yMs crombua> <Tun crosudua>, [...]) LEVEL(<RAL>,<WAL>);
ALTER TABLE <uuvsa Tabmauuesr> SET LEVEL(<KRAL>,<WAL>);
Onpenenenre ypoBHs 10CTyIa AJis cToiOua:

CREATE TABLE [<uMa cxeMbr>.| <umsa TaOuMisr>
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(<umsa cronbua> <tun cromndua> LEVEL(KRAL>,<WAL>) [,...]);
ALTER TABLE [<uMs cxeMe>.] <uMs TaOJImLED>

SET COLUMN <mmsa cronbua> LEVEL(<RAL>,<WAL>);
Hcnonp3oBanue rpymnn 1 ypoHel B SQL-BbIpakeHuu:

INSERT INTO [<nms cxeMmel>.| <uMs Tabmuue>[AS  <nceBmoHMM> |
[#[<rpynna>]#[<RAL>|#[<WAL>]]

(<mMvs cronbua>[#[<rpynna>[#[<RAL>]#[<WAL>]]) VALUES (<3HaueHune>);,

UPDATE [<mms cxeMer>. | <uMms Tabauue>[AS <nceBOOHUM>|
[#[<rpynmna>#[<RAL>J#[<WAL>]]

SET <mmsa cronbua>[#[<rpynna>#[<RAL>J#[<WAL>]]=<3naueHwue> [,...];
UreHne METOK JoCTyna:
SELECT SECURITY ({*|<umsa crTombua>},{'R'|'W'|'G'})

FROM <umsa Tabmanier>;

CeTeBas ctaHUuA

Coznanue:

CREATE STATION <umMms crTadHumm>

PROTOCOL <ceTeBoit npoToKOJI>

{ADDRESS <anpec craHumm>}

[LEVEL (<RAL>,<WAL>)]

[<pabouee Bpemsa>];

<¥Ms CTaHUMM> =<uOeHTruburaTop>

<ceTeBOM MNPOTOKOJI>:.=<CUMBOJILHEIN JIUTEPaJI>
<azmpec cTaHuuUM>::=<CUMBOJILHEI JUTEepa>
<RAL>:=<mpmeHTUOMUKaATOP>
<WAL>!=<muneHTndMKaTop>

<pabouee Bpewma> ::= {ENABLE [DISABLE} LOGIN
{ALWAYS |<rpadux no BpemenHu>|<rpadbmk no nHam>}
<rpaduk no BpemeHy>::=FROM <Bpemsa nauana paboTer>

TO <Bpems oxonuanmusa paborer> [FOR <gumu paboTwer>|

60 © AAMUHHMCTPUPOBaHME KOMILJIeKca cpeacTB 3amuThl JaHHbIX. AQ HIIIT « PEJIIKCy», 1990-2025



<rpadux no muam>:= {SINCE <gmara nauasa>}|{UNTIL <gaTa oxoHuaHMs>}

<Bpewmsa Hauajya paborer>::=HH:MM'

<Bpemsa okoHuauus paborer>:;=HH:MM'

<mHu paboTe>:=<meHb Hemeyn> {[,<meHo Hememn>]...}

<menb Henmes>:=MON''TUE'|'WED'THU'|'FRI'|'SAT'|'SUN'

<pmaTa Hauamna> :=DD.MM.YYYY'

<pmaTa okxonuaHua>: =DD.MM.YYYY'

N3meHenue napaMeTpos:

ALTER STATION <umsa crauunu>[SET <HoBoe ums crTaHimm>]
[LEVEL(<RAL>,<WAL>)] [<pabGouee Bpemsa>];

VYnanenue:

DROP STATION <mma cTaHLUmm>;

PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED STATION TO {<ummsa rpynner> | ALL};
REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
GRANT ACCESS ON STATION <umsa crauumm> TO {<mms rpyrner>|ALL};
REVOKE ACCESS ON STATION <umsa crTaHLMm>

FROM {<mmsa rpynmner>|ALL};

YcTpouctBa

Cosnanue:

CREATE DEVICE <mua ycrporictBa> DIRECTORY <kxaTamor>
[COMMENT <xomMeHTapmit>]

[LEVEL (<RAL-ycTpomcTBa>,<WAL-ycTpoicTBa>)];
N3menenue napameTpos:

ALTER DEVICE <uus yctporicTea> [DIRECTORY <xaTamor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-yCcTpoicTBa>)];

VYnanenue:

DROP DEVICE <ums ycrponcTea>;
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PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED DEVICE TO {<ums rpynne> | ALL};

REVOKE ACCESS ON UNLISTED DEVICE FROM {<uwms rpynmner> | ALL};
GRANT ACCESS ON DEVICE <ums ycrpomicTra> TO {<umsa rpynmoer> | ALL};
REVOKE ACCESS ON DEVICE <uMmsa ycTpoicTea>

FROM {<mms rpynne> | ALL};

MoHuTopuHr KC3

3arycK IpOTOKOTUPOBAHUS:

AUDIT START;

OcTaHOB MPOTOKOJIUPOBAHHUS:

AUDIT STOP;

VYrpasneHue nNpoTOKOIMPOBAHUEM:

AUDIT {ENABLE|DISABLE|CLEAR} [<uma co6eirus> [ON <obvexT aynmra>]]
[FOR <umsa nosbzoraresna>] [BY {SESSION|STATEMENT|ACCESS}]
[WHEN [NOT] SUCCESS];

[TapameTpbl MPOTOKOIUPOBAHUS:

AUDIT {SET |CANCEL} <napaMeTpsl IpPOTOKOJIMPOBAHNI>;

<napamerpe nporoxosmpoBaHusa>:;:= RECORDS LIMIT <komnuecTBo 3anmncen>
DAYS LIMIT <cpok xpaHeHUI>;

[IpoTokonupoBaHue MOIB30BATETHCKOTO COOOIICHUSI:
AUDIT MESSAGE <coobmenne>;

Hauath KOMMEHTHpPOBaHHE TPOTOKOIUPYEMBIX COOBITHH:
AUDIT SET MESSAGE <xommeHTapmin>;

OTMEHUTh KOMMEHTUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA:

AUDIT CANCEL MESSAGE;
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